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am delighted to present the latest edition

of the JAPCC Journal. This issue showcases

a diverse collection of articles focussing on

concepts important to NATO. But first, we
must acknowledge the ongoing large-scale con-
flict in continental Europe, where Ukrainians con-
tinue to demonstrate unwavering resilience in the
face of relentless Russian aggression. As the con-
flict enters its third year, the importance of NATO
unity to ensure regional security cannot be over-
stated. In order to gain a comprehensive under-
standing of the current landscape, it is crucial to
analyse developments from this conflict as well as
emerging concepts and trends within the Alliance.
In this journal, our esteemed authors draw upon
their unique expertise and experiences to provide
valuable insights into various relevant topics
shaping the future of NATO.

We begin this issue with a captivating article by
Major General Juha-Pekka Keranen, Commander
of the Finnish Air Force. He introduces us to the
robust capabilities that our new NATO member
offers to the air domain. Following this, we expand
our view to showcase how Allied Air Command
tackles multi-domain operations as a functional
component command. This piece melds the con-
cepts of MDO with the Command’s five priorities
and offers astute interpretations of how to best
synchronize the principles of MDO with military
and non-military instruments of power. Next, we
dive into the benefits and limitations of emerging
and disruptive technologies, by examining practi-
cal applications for quantum technology. Follow-
ing this, we examine possibilities for electrifying
aviation. Moving on, the journal explores the fu-
ture of airborne surveillance and C2 by leveraging
a systems-of-systems approach to achieve Alliance
Future Surveillance and Control.

The Journal of the JAPCC welcomes unsolicited manuscripts.

Please email submissions to: contact@japcc.org

We encourage comments on the articles in order to promote discussion
concerning Air and Space Power. Current and past JAPCC Journal issues

can be downloaded from: www.japcc.org/journals

Follow us on Social Media
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Editorial

We then continue with viewpoints from Allied
Air Command on their lessons learned from the
Ukraine crisis, and how the warfare transitioned
into land engagements when air superiority
was not achieved by either side. The next article
provides an analysis of space launch capabilities
with a proposed strategy of how a diversified
and resilient space industry can help NATO
achieve robust heavy space lift. We then shift
focus back to emerging and disruptive tech-
nologies, specifically what artificial intelligence
can bring to the fight through large language
models focused on the air domain. The journal
then concludes with highlights of the JAPCC's
2023 Conference, covering wide-ranging topics
from space domain awareness to partnerships,
logistics, interoperability, and much more.

Thank you for taking the time to explore this re-
cently redesigned journal. | would like to express
my sincerest gratitude to all of our contributing au-
thors. Furthermore, our reader’s valuable feedback
is essential in helping us enhance and advance the
discussion on the transformation of Joint Air and
Space Power. We encourage you to visit our web-
site at www.japcc.org, follow us on LinkedIn or
(Twitter) X, or email us at contact@japcc.org.

»

; S\

Paul Herber
Air Commodore, NE AF
Assistant Director, JAPCC
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Cover Photo: The Finnish Air Force F/A-
ey 18C/Ds (HN-408/HN-466) recently engaged
J IU;ITBJ}F\IA in interoperability training with the United
States Air Force F-35A Lightning Il (20-5570)
from the 48" Fighter Wing Lakenheath.
This collaboration highlights Finland's de-
cision to select the F-35 Lightning Il as the
successor to its Hornet fleet and the future
cornerstone of its air force. The procure-
ment of these advanced aircraft demon-
03 e strates Finland’s dedication to bolstering
@ its air force capabilities and enhancing its

alignment with NATO forces.
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€9 ‘Today and in the future, the FINAF has a crucial role
in constituting the backbone of security in the challenging
Northern Eastern operational environment.
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The Finnish Air Force

Ensuring Readiness and Leveraging High-End
Air Capabilities while Integrating with NATO

By Major General Juha-Pekka Keranen, Commander of the Finnish Air Force

Introduction

The Finnish Air Force (FINAF) is recognized for its rich
history, professionalism, capability, and commitment
to securing and defending Finnish airspace, including
the highest per capita ratio of fighter aces in WWII. The
close proximity of Russia and its key strategic air de-
fence areas in the Kola Peninsula and St. Petersburg
significantly impact on the geopolitics and role of the
Finnish Air Force. Thus, the FINAF's focus has main-
tained high readiness and developed a quality ap-
proach to modern air power. Today and in the future,
the FINAF has a crucial role in constituting the back-
bone of security in the challenging Northern Eastern
operational environment.

Finland proudly joined NATO as a full member on
4 April 2023. As a new NATO member, the FINAF
strengthens NATO's readiness and credibility. Addi-
tionally, the FINAF provides modern and integrated
air defence capabilities and forces into NATO's oper-
ational planning and force structure. It contributes to
NATO's core tasks of deterrence and provides capable
air power for NATO's defence in the Euro-Atlantic area.
The speciality the FINAF can bring to the table is the
knowledge of the Northern operational environment.
This expertise particularly includes knowledge of the
Russian Anti-Access/Area Denial (A2/AD) network and,
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During the air operations exercise RUSKA21, FINAF F/A-18s taxi on one of the Road Bases. The primary objective of the
exercise was to demonstrate the Air Force’s mobile operational concept using a network of dispersed bases.

of course, the capability of adapting to a harsh climate:
how to survive, fight, and maintain operational tempo
within the Arctic zone.

The FINAF has evolved over the decades to fulfil its mis-
sion in a non-permissive operational environment. To
fight within adversary weapon ranges and in contested
airspace, the FINAF has created an exceptional fighting
doctrine. The doctrine is based on dispersed operations,
Agile Combat Employment (ACE), a fully Integrated Air
Defence System (IADS), and a multi-domain approach
to operations. As the war in Ukraine has emphasized,
the significance of dispersed operations in modern air
warfare cannot be underestimated; the FINAF has for
decades successfully fostered this concept.

Today our Air Force is undergoing significant changes,
with the most prominent developments being NATO
integration and the F-35 Programme. The most signifi-
cant capability development programmes are transi-
tioning from F/A-18 to F-35, integration of ISR systems,
and procurement of David's Sling high-altitude Sur-
face Based Air and Missile Defence system (SBAMD).
Likewise, Nordic cooperation, active participation in
international exercises, and NATO's peacetime oper-
ations (Air Policing and Shielding) are key compo-
nents of increasing collective deterrence and defence
during peacetime.

Maintaining Readiness and Deterrence,
the FINAF Operational Concept

The FINAF places great emphasis on readiness and a
prompt QRA (Quick Reaction Alert) response to any
potential threats in, through, or from the air domain. In
times of peace, the FINAF safeguards and protects the
integrity of Finland's airspace on a 24/7 basis with
F/A-18 Hornet multirole fighters. Air Force aircraft and
units are normally located at the service's Main Operat-
ing Bases (Rovaniemi, Rissala, Pirkkala, and Tikkakoski).
If a need arises to adjust the readiness level, either in
peacetime or in the event of a crisis, aircraft will be dis-
persed to civilian airfields and road bases.

A recognized air picture compiled of data from mo-
bile and fixed air surveillance radars and other sensors
covers Finland’s territory and adjacent areas and is the
key enabler of the Air Force's air policing mission. Air
policing is directed by the Air Operations Centre
(AOCQC) of the Air Force Command Finland (AFCOMFIN),
located at Tikkakoski Air Base. Surveillance data is
fused and analysed under AOC direction. Integrating
our national QRA and NATO’s Air Policing assets in
the Baltic Sea and High North areas is a vital task
in the near future. Some of our F-18s will be tasked to
Allied Air Command (AIRCOM) while others will stay
in national control.
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The operational environment in Finland differs sig-
nificantly compared to some other Allies. We share
more than 1,300 kilometres of a common border with
Russia, and the majority of Finnish territory is within
the reach of Russian Ground Based Air Defence and
Surface to Surface Missile systems, so it is essential
to maintain Freedom of Action and Freedom of Ma-
noeuvre. Therefore, agility on the ground and in the
air is necessary for our troops and Air Command and
Control (AirC2). The conflict in Ukraine and the devel-
opment of new weapons systems, from drones to
hypersonic weapons, have highlighted the signifi-
cance of dispersed operations, such as ACE, in mod-
ern air warfare. For decades, the FINAF has fostered
these concepts, doctrines, and Tactics Techniques and
Procedures (TTP) for homeland defence, which the
Ukrainian Air Force has now demonstrated. The FINAF's
resilience, operational agility, and ability to effectively
counter the adversary’s scheme-of-manoeuvre and
degrade their targeting cycle can also serve as valu-
able examples for other Allies and partners.

The Finnish Air Force's operational concept is based on
centralized command and dispersed operations. We
must optimize our tactics and procedures to counter
the cruise and ballistic missile threat. Air Force oper-
ations and resources can be spread rapidly throughout
the country. Also, AirC2 is duplicated and dispersed
to have a redundant and combat-resistant command
and control. In Finland, we can operate from over
30 airfields, which can be used as Main, Remote, or
Forward operating bases. These airfields include civil-
ian airports and even highway strips. To increase oper-
ational depth, airbases located in the Nordic region
outside of Finland, will also be used during times of
crisis. In addition to using multiple air bases, the oper-
ations within a single base are conducted by dispers-
ing troops in the base area. Logistics, intelligence, and
surveillance assets support the mobile and dispersed
operational concept.

The annual Finnish Air Force road base exercise Baana
allows us to test the capability of various road bases,
train airmen, pilots, technicians, air traffic controllers
and force protection. Additionally, the annual Air De-
fence Exercise Ruska provides the FINAF an excellent
opportunity to test quick dispersal across the country

A Norwegian F-35 aircraft seen taking off from a Road Base
as part of the annual road base exercise Baana 23.
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and train the whole Air Force to survive, fight, and
maintain an operational tempo against a challenging
air adversary. This year's road base event in Tervo also
demonstrated NATO allies’ capability to operate from
highway strips for the first time. The Royal Norwegian
Air Force F-35s and Royal Air Force Typhoons made
take-offs, landings, and turnarounds from the highway.
A minimum logistical footprint and multi-capable air-
men are prerequisites for the Finnish Air Force's agile
operations during crises and wartime.

Finland's integrated air defence system links fighter
operations and SBAMD systems seamlessly. Reduc-
ing vulnerability to enemy attacks and adopting dis-
persed operations will play a crucial role in ensuring
success in future conflicts; the FINAF provides an ulti-
mate example of the ability to disperse and operate
from austere locations rapidly, and quickly transition
between and inside bases.

Integrating the FINAF with NATO

Finland is currently undergoing full integration into
NATO, showcasing its strong commitment to collec-
tive defence. The FINAF is working closely with new
allies to incorporate Finland into NATO across various

levels, including the AirC2 structure, standard oper-
ating procedures, personnel, and daily activities. The
FINAF aims to become a part of the NATO Integrated
Air and Missile Defence System (NATINAMDS) and
meet NATO's air-basing requirements. Finland's trans-
formation from Partner to full member grants it en-
hanced defensive capabilities and a greater responsi-
bility to actively engage in collective defence efforts.
The FINAF plans to participate in Air Policing and Air
Shielding rotations and has demonstrated its ability to
seamlessly join NATO-led peacetime operations. Finnish
compatibility with NATO systems allows for smooth
integration and ensures connectivity in NATINAMDS.

Deepened cooperation with NATO enhances regional
security and reaffirms Finland’s commitment to col-
lective defence. The next crucial step for the FINAF's
integration is to establish zero-day connectivity and
define responsibilities in NATO's Air Policing missions.

The FINAF demonstrates the ability and solidarity to
contribute to NATO's deterrence through Air Shield-
ing and Air Policing and preparing for air operations
throughout NATO's operational areas. Defending the
homeland with allies is a clear priority. We will assign
troops to NATO's force structure at home and abroad
as necessary and maintain their deployment and

Multiple aircraft formations actively engaged in the Arctic Challenge Exercise 2023,
showcasing their skills and capabilities in this prestigious event.
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combat readiness. Together with NATO, the FINAF
will build main bases to meet NATO requirements and
build national command and control links so that
they can be linked to NATO's classified networks. Re-
garding NATO's operational and strategic planning,
the FINAF incorporates NATO's identified needs into
our national planning process.

Contributing to NATINAMDS by providing surveillance
and interception capabilities for the Alliance is a high
priority. The FINAF develops air power, air defence,
JISR, and targeting to improve NATINAMDS as well as
a Multi-Domain Operations capability. The Air Force’s
training, exercise, and operational concept will be re-
newed in 2025 so that our expertise and actions more
broadly support the skillsets required by NATO's com-
plex operational environment. Our national training
programmes will be adjusted to complement NATO
training events and exercises.

Training and Exercises: Strengthening
Nordic and Multinational Cooperation

International cooperation forms a major part of the
daily activities of the Air Force. The objective of co-
operation is to share information and expertise with

© Finnish Air Force

key actors and create opportunities for cost-effective
training. The Air Force has sought know-how and
ideas outside Finland's borders in many different ways
throughout its history. Through international con-
nections, the Air Force gains a grandstand view of the
global development of military aviation and an op-
portunity to practice its operations with the foremost
air forces in the world. By participating in multinational
training and exercises, the Air Force can adopt the
best practices and operating procedures from around
the world as a part of its activities and compare its ca-
pability to the international operating environment.

As a small country, Finland must concentrate efforts
on education and training. The Finnish Air Force keeps
its pilots, ground crew, and equipment at peak ef-
ficiency with an extensive national fighter pilot train-
ing programme, a versatile Training & Exercise (TR/EX)
programme, and continuous modernization. Regular
drills, exercises, and simulations (including Live, Vir-
tual, Constructive (LVC) training) enable the FINAF to
sharpen its skills and enhance its operational capabili-
ties, ensuring a swift and effective response to poten-
tial security challenges. All these training events and
exercises are now open to our partners and allies.

The Finnish Air Force trains and operates under de-
manding Arctic conditions due to the country’s geo-
graphical location. Training in Arctic conditions is an
integral part of Finland’s annual TR/EX schedule; thus,
it is part of normal operations rather than a training
aim. Additionally, vast, sparsely populated areas for
long-range Beyond Visual Range engagements and
Joint Air Land Integration areas ensure the FINAF's
attractiveness for multinational and joint all-domain
cooperation. This also creates an excellent opportunity
for Finland to host and lead training events for all of
NATO under challenging arctic conditions.

Due to its strategic location and shared security
concerns, Finland has strong, longstanding ties with
neighbouring Nordic countries. They regularly con-
duct cost-effective weekly cross-border training, in-
cluding Dissimilar Air Combat Training (DACT), small
Composite Air Operations (COMAOs) and biennially
organized flag-size Arctic Challenge Exercises, involv-
ing over 100 aircraft from Finland, Sweden, Norway,
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The Air Chiefs of the Nordic Countries from left to right: Major General Rolf Folland of Norway, Major General Juha-
Pekka Kerdnen of Finland, Major General Jan Dam of Denmark, and Major General Jonas Wikman of Sweden. The
Nordic Cooperation Framework provides a platform for the Finnish Air Force to engage in collaborative efforts with
other regional air forces, thereby enhancing security and stability in the region.

and Denmark. These Cross-Border Training missions
(CBT) save on logistics costs by using home bases and
often include participants from the US Air Forces in
Europe. Along with fighter planes, AWACS and in-flight
refuelling aircraft also take part in these missions.

The Nordic Cooperation Framework (NORDEFCO)
serves as a platform for the FINAF to collaborate with
other regional air forces, further strengthening secu-
rity and stability. Also, the UK-led Joint Expeditionary
Force has proven to be a valuable framework for train-
ing and collaboration with other air forces in the Baltic
Sea and High North region.

The recently signed Nordic Air Commanders’ vision
aims to strengthen Nordic Air Forces' ability to conduct
joint air operations from peacetime to full-scale air
operations in wartime. The goal is a modern combat-

resilient Joint Air Command and Control system cap-
able of planning, executing, and commanding air
operations in contested air space. The noteworthy fact
is that the Nordic Air Forces together have more than
250 modern 4t and 5™ gen fighters. A strong, com-
bined fighter fleet with a credible air and missile de-
fence posture will holistically support air power use in
the Nordic region and pave the way for seamless inte-
gration of Air Defence in the area. Simultaneously,
Nordic Air Force cooperation strongly reinforces and
contributes to NATO’s Federated Mission Networking,
peacetime Air Policing, and integrates NATO's oper-
ational plans. We take advantage of the increased
operational depth and perform as a leading expert
in dispersed operations. By doing this, we contribute
to the effective command of the Nordic Air Forces
and the development of air operations to meet the
Alliance’s collective security requirements.
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Leveraging High-End Air Warfare
Capabilities and Integration of F-35

The main contributors to Finland's air defence are the
Air Forces F/A-18C and F/A-18D Hornet multirole
fighters. To maintain a robust defensive capability, the
Hornets have undergone a series of upgrades to en-
hance their air-to-air and air-to-ground capabilities.
The goal is to use these upgraded Hornets until the
introduction of fifth-generation F-35 multirole fighters.
The F-35's cutting-edge technology, versatility, joint
ISR, supportive capabilities, and increased multi-
layered Air Defence will significantly bolster Finland’s
and NATO'’s north-eastern flank defence posture. Fin-
land has selected the F-35 Lightning Il as the future
backbone of its air force for its advanced stealth, joint
warfighting capabilities, and interoperability with NATO
allies. The procurement process reflects Finland's com-
mitment to maintaining a strong air force and aligning
with NATO forces.

The F-35 Programme is making significant progress
in Finland with plans for procurement, including
64 fighter jets, advanced weaponry options, training,
and maintenance services until 2030. This system will
replace the Hornet fleet in Finland by 2030, with op-
timized weapons procurement, including AMRAAM,
Sidewinder, Small Diameter Bomb (SDB) I and Il, Joint
Direct Attack Munition, Advanced Anti-Radiation
Guided Missile Extended Range (AARGM-ER) and
Joint Air-to-Surface Standoff Missile Extended Range
(JASSM-ER), ensuring maximum capability in their
operating environment. A dedicated F-35 Programme
organization has been established within the Air
Force and Joint Logistic Command, while infrastruc-
ture construction and training preparations are on-
going at air force bases. Initial training for a select
group of FINAF pilots and maintenance personnel
will begin in the US in 2025, followed by operations
in Finland starting in 2026. As the integration pro-
cess takes several years, there will be a constant fo-
cus on developing operation tactics and techniques
through training and advanced simulators. The Lap-
land Air Wing and Karelia Air Wing will house the
F-35s at Rovaniemi and Rissala, respectively, high-
lighting their importance in enhancing the FINAF's
fighting doctrine.

Lockheed Martin is making progress on the F-35 Pro-
gramme, with production of the first Finnish F-35 fighter
beginning in Texas, USA. In 2023 we received the cere-
monial first part of this aircraft at the Turku Air Show,
symbolizing an important step in the programme. The
impact of the F-35 extends beyond the Air Force and
influences the Finnish Defence Forces system. Cooper-
ation and integration with other services are crucial,
emphasizing a comprehensive, multi-domain approach.
The F-35's design considers the operating principles of
the Air Force and the joint capability requirements of the
entire Defence Force. Joint war games have been con-
ducted to assess how the F-35 supports the defence
system, and Finland has successfully joined the global
F-35 user community since February 2022.

The ongoing Pohjanmaa-class vessel programme of
the Navy, the Finnish Army SBAMD Capability Replace-
ment Programme, the Air Force Integrated Command,
Control, Communications, Computers, Intelligence,
Surveillance and Reconnaissance (C4ISR) System pro-
gramme, and, of course, the F-35 programme will all
have a significantimpact on air defence and the entire
defence system in the coming years. In spring 2023, a
procurement decision was made on the all-altitude
ground-based air and missile defence capability for the
Army. The chosen system was the David's Sling missile
system, providing a new aspect to air and missile de-
fence. Furthermore, Finland’s Integrated Air Defence-
system seamlessly links fighter operations and ground-
based air and missile defence operations together.

Whether procurement, technological integration, op-
erational concept, or Human-Machine Interface, we
have ensured that Finnish AirC2 structure and network
are both state-of-the-art and interoperable. The layered
nature and area coverage of ground-based air and mis-
sile defence capabilities will also be maintained, and
the targeting capability will be developed. The Defence
Forces will respond to the growing drone threat by im-
proving its counter-drone capabilities. The integrated
Intelligence, Surveillance, Target Acquisition, and Re-
connaissance (ISTAR), and Command and Control (C2)
system will be further developed to improve the pre-
requisites for commanding and controlling air opera-
tions. Furthermore, cyber and space capabilities signifi-
cantly influence ISTAR and C2 system development.
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The FINAF ground crew refuelling a Finnish F/A-18 at a
road base in Joutsa, showcasing the capability to operate
from highway strips.

Conclusion

The Finnish Air Force's steadfast commitment to read-
iness, air policing, advanced aircraft procurement,
NATO integration, Nordic cooperation, and active par-
ticipation in international exercises underscores its
pivotal role in national defence and regional security.
Through a combination of modernization efforts, stra-
tegic partnerships, and operational excellence, the
FINAF remains prepared to safeguard Finnish and
NATO airspace and contribute to international peace
and stability.

In the future, the Finnish Air Force will be operating
the F-35, David's Sling, National Advanced Surface-to-
Air Missile System (NASAMS), and a variety of different
modern air surveillance systems. All these will be inte-
grated by design and interoperable by demand.

We are proud to join the Alliance and bring our value
to the table, but we remain humble to keep ourselves
up to date and on the edge! @

ABOUT THE AUTHOR

Major General Juha-Pekka Kerdnen

Commander of the Finnish Air Force

Major General Juha-Pekka Kerdnen joined the Finnish Air
Force in 1987. His first 20 years in the Finnish Air Force
were primarily connected to fighter activities. His career
progressed from fighter pilot duties to flight and squad-
ron commanding. Major General Kerdnen has flown
Hawk Mk51, MiG-21BIS and F/A-18C/D fighters, with the
latter being his main aircraft. In 1996 he was trained at
VFA-125 NAS Lemoore, receiving F/A-18 qualifications.
He has over 3,000 hours of flight experience and he still
flies the F/A-18.

Major General Kerdnen has worked in Defence Command
Finland to represent the Commander of the Finnish Air
Force in strategic and operational planning. He served as
Commander of Satakunta Air Command in 2015, Deputy
Chief of Staff of AFCOMFIN in 2017 and Chief of Staff
of AFCOMFIN in 2021. Major General Kerdnen was also
the Director of the Finnish Fighter Replacement (HX)
Programme between 2017 and 2021. On 1 June 2022,
Major General Kerdnen was appointed Commander of
the Finnish Air Force.

JAPCC | Journal Edition 37 | 2024 | Leadership Perspective



MDO requires a digital transformation, adaptive leaders, and Command and Control Systems to operate across all domains.

The Alliance’s Transition to
Multi-Domain Operations

An AIRCOM Perspective

By Squadron Leader Shaun Cannon, UK Air Force, HQ AIRCOM

Introduction

The concept of Multi-Domain Operations (MDO) has
gained prominence in the context of NATO's military
strategy. What started years ago as an operational
answer to peer adversary competition, in particular, to
counter the Russian Anti-Access/Area Denial (A2/AD)
threat, has become one of the most challenging
endeavours NATO has ever undertaken. The challenges
posed by a peer adversary's A2/AD posture represent
the manifestation of the changing and unpredictable

battlespace of the future. This multi-layered, multi-
threat, highly dynamic, omnidirectional, and far-reach-
ing multi-domain system-of-systems forced NATO to
re-think its approach to effectively and efficiently
implement the Military Instrument of Power (MIoP).
Additionally, the increased competition in the cyber
and space domains raises new complexities to be dealt
with during operations.

Future operational concepts must ensure that NATO's
core tasks can be executed across the full spectrum
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NATO's MDO approach is not just a more enhanced version of Joint Operations.

from peacetime to conflict, and under all conditions.
Therefore, NATO must have the capability to con-
tinuously understand the changing environment
and consequently develop strategies to sustain an
operational advantage.

On 19 May 2023, all NATO nations approved the
Alliance Concept for MDO. This formally signalled
NATO's transformation from a joint approach,
focused on the military services, to a multi-domain
approach. The NATO definition of MDO is ‘the
orchestration of military activities, across all domains
and environments, synchronized with non-military
activities, to enable the Alliance to deliver converging
effects at the speed of relevance’

This definition recognizes the complexity of the
modern operating landscape and the increased
presence of non-military entities at all stages of con-
flict, while retaining the centrality of force as a re-
sponse to military problems. The Alliance’s agreed
vision is that its approach to MDO will enable NATO
members to prepare, plan, orchestrate, and execute
synchronized MIoP activities across all domains and
environments, at scale and speed, in collaboration

with other non-military Instruments of Power (IoP),
partners, and stakeholders.? Realizing this vision will
require tailored options delivered at the right time
and place which build advantage in shaping, con-
testing, and fighting. This distributed yet coherent
approach presents a multitude of dilemmas which
can decisively influence the attitudes and behaviours
of adversaries and relevant audiences by adapting
faster than the adversary can respond.

The purpose of this article is to demonstrate that MDO
requires a digital transformation, adaptive leaders, and
Command and Control (C2) systems that can operate
across all domains. Synchronized interactions are nec-
essary with non-military loP, and thinking must extend
beyond the joint mindset.

Joint Operations and Multi-Domain
Operations

Born from the need to work together seamlessly in
the most demanding circumstances, ‘jointness’ re-
mains an important part of military doctrine. It is the
basis upon which the MDO-related thought is built.
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But the complexities we face today show that joint
doctrine alone is insufficient for the military challeng-
es of our era. The operational domains of space and
cyberspace have unique characteristics that cannot
simply be incorporated into existing joint doctrine, as
many critical capabilities within them are not owned
by militaries. The proliferation of non-military actors
that contribute to military success, including com-
mercial entities, has intensified over the past several
years. These actors must be considered during the
planning and execution of military operations. Indeed,
there are other considerations, such as changes in
military culture that reflect broad social evolution.
Social media is among the factors that need to be
weighed in military operations of the 21 century.
Simply put, joint doctrine alone, even if executed
flawlessly, is insufficient for the context in which forces
of the Alliance are expected to operate, both today
and in the future.

Therefore, NATO's MDO approach is not just enhancing
joint operations by simply adding new domains. It is
not only about using as many domains as possible
when planning for effects, and it is more than actions
and effects in one domain supporting another
(supported — supporting interrelationship concept).

NATO's MDO approach mainly relates to a change of
mentality when planning and executing modern
operations in order to orchestrate effects in all
dimensions (physical, virtual, and cognitive), across all
domains (maritime, land, air, space, and cyberspace), at
all levels of command, and using all alliance loP (mili-
tary, information, political and economic). Currently, ef-
fect development is taking place at the service level.
Services are looking primarily into effects in the do-
mains they traditionally operate in. Effect development
in MDO should take place from a domain perspective
that is service agnostic. This small, but significant, para-
digm shift increases the number of options and en-
sures that capabilities are employed more effectively
than they are today. It is about combinations of capa-
bilities and actions in and from multiple domains being
able to converge as a collective threat or opportunity.

In other words, NATO's MDO approach is a shift in
mindset from viewing operations through the

prism of component commands’ capabilities to see-
ing the delivery of complementary effects across
interconnected domains, with the aim of forcing
adversaries to defend all domains continuously
from all directions, thereby imposing multiple di-
lemmas on the adversary to expose vulnerabilities
which can be exploited.

Principles of MDO

MDO is a logical evolution from joint to an approach
that exploits domain capabilities irrespective of which
military service or non-military provider has owner-
ship of the resource. NATO's MDO Concept for the
Alliance describes the agreed four guiding principles
that are fundamental to NATO's successful conversion
to an MDO-enabled Alliance: unity, interconnectivity,
creativity, and agility. NATO's digital transformation
effort underpins these principles. It fuses military
assets and connects non-military actors so that they,
through collaboration, coordination, and synchroni-
zation, can contribute to successful MDO.

- Unity is as important for MDO as it has been for joint
or coalition warfighting, and for delivering a compre-
hensive approach while emphasizing the criticality
of information sharing.

- Interconnectivity enables the exchange of data and
information to build understanding, whether or not
the tactical units are interoperable.

- Creativity is what staff and commanders will need in
order to build blended multi-domain warfighting op-
tions and to appreciate what data may be available to
support military activity.

- Agility focuses on improving speed, from tactical re-
supply to strategic understanding. It enables agility
in decision-making across all levels and in defensive
and/or offensive actions.

The following four enablers underpin the Alliances
transformation to MDO:

1. Data and Digital Transformation

MDO demands a data-centric approach that recognizes
data as a strategic asset.
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MDO demands a data-centric approach that recognizes data as a strategic asset.

Given the sophistication of modern capabilities, it is
self-evident that digital transformation will be the key
to unlocking the full potential of MDO. If the Alliance
is to achieve its vision of MDO, then it will have to
digitalize; there is no way to conduct MDO at the
speed of relevance without it.

The Alliance needs to connect with one another via sys-
tems with sufficient capacity to enable persistent inter-
action. Digital transformation efforts, with regard to
MDO, tend to gravitate towards technical specifications
and the substantial investment in NATO's digital back-
bone. This is a welcome effort; however, for NATO to
achieve the highest aspirations of MDO, it must widen
the aperture regarding digital transformation beyond
technology to include culture, processes, and people.

A common refrain in military circles is that joint cul-
ture took two generations to form within forces of the
Alliance. Yet, advocates of MDO maintain that NATO
forces lack the luxury of two generations to adapt to
an MDO culture. NATO must be proactive and incen-
tivize the cultural precepts that underpin an MDO
mindset. It is crucial for a modernized NATO to have
individuals who are skilled in handling data, as this

field has its own set of skills, practices, and norms.
How forces of the Alliance reconcile military culture
with that of data science within an MDO framework is
a significant undertaking with potentially percussive
benefits across the enterprise.

NATO will need to consider how artificial intelligence
can help harness large data sets to enable elegant and
exhaustive operational pictures that underpin effec-
tive MDO. Moreover, NATO's needs to refine and auto-
mate its processes and move human labour beyond
the critical path of routine administration in order to
achieve the requisite gains in speed and scale that
MDO demands.

2. Exploiting the Technological Advantage

MDQO must be optimized through the effective ex-
ploitation of technology that provides information
and decision advantage. This includes the use of
Emerging Disruptive Technologies (EDTs), particularly
Artificial Intelligence (Al), and the transition to a data-
centric organization via the NATO Digital Transforma-
tion Implementation Strategy (DTIS). These will un-
lock opportunities to advance interconnectivity and
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interoperability across national forces and the other
Instruments of Power.

EDTs bring opportunities for secure communica-
tions, situational awareness and decision-making
and can support commanders in visualizing, testing,
generating, and executing activities across all do-
mains. Nations are exploiting EDTs at different rates,
which creates a challenge for MDO interoperability.
Furthermore, Al can potentially increase the speed
and accuracy of data analysis, accelerating the com-
mander’s ability to react. As technology accelerates,
Al provides opportunities to assist decision-making
through the integration of highly automated func-
tions. Whilst NATO must take advantage of techno-
logical advancement, responsible use of Al must be
paramount before Al-assisted decision-making is
integrated with NATO military forces.

‘A common refrain in military circles is that joint cul-
ture took two generations to form within forces of the
Alliance. Yet, advocates of MDO maintain that NATO
forces lack the luxury of two generations to adapt to
an MDO culture.

The war in Ukraine has demonstrated how another dis-
ruptive technology, Unmanned Aerial Systems (UAS),
have given Ukrainian Forces an asymmetric advantage in
what was initially expected to be a conventional conflict
dominated by a larger aggressor. UASs have traditionally
been used as an Intelligence Surveillance and Recon-
naissance (ISR) tool to gather information on an adver-
sary but have also been harnessed for applications such
as communications and jamming. Open-source media
has broadcast videos of Russian soldiers driven from their
trenches at the threat of a mortar round being delivered
on their position by an unmanned system, which is a sig-
nificant disruptor in modern warfare.

EDTs can be big or small, and, like small UASs, don't
have to be particularly high-tech or expensive. Further,

by definition, EDTs are a shifting landscape, not pre-
dictable beyond the near future.

3. Cross-Domain Command

MDO is reliant on collaborative, agile, and empow-
ered C2. The Alliance’s standing military structures
(NATO Command Structure and NATO Force Struc-
ture) are unique amongst the instruments of power.
Integrated military structures provide the Alliance
an advantage in any contingency, regardless of its
nature. Future success of the Alliance’s MloP de-
pends not only on preparation, capability, and agility
of forces, but also the ability of commanders to oper-
ate in a complex operating environment simulta-
neously across physical and non-physical domains.
This requires cross-domain understanding and agile
and asymmetrical thinking supported by robust and
continuously refreshed information and communi-
cations systems. Against this backdrop, traditional
methods of command will have to evolve, conti-
nuing to embrace the flexibility and advantage of
mission command.

NATO must review and, as necessary, adapt and ad-
vance current conceptual approaches towards a
multi-domain perspective. Moreover, the traditional
‘Art of Command’ must transform into a modernized
Cross-Domain Command that embraces a more agile
and flexible approach.

Building upon ongoing efforts to adapt and modernize
C2, the Alliance is adopting an incremental and evolu-
tionary approach. Recognizing work already initiated
by both NATO Strategic Commands and building on
the approved MDO Concept, the Cross-Domain Com-
mand Concept will focus on medium to long-term
conceptual development of NATO C2 into a future
Cross-Domain Command.

4. Education, Training, Exercising,
and Experimentation

Progression towards MDO will need investment in
technologically-enabled training at the national and
NATO levels. It will also require commanders and staff
that can exploit capabilities across the domains, based
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on technologically enabled understanding, to crea-
tively generate relative advantage.

The development of multi-domain warfighters and
cross-domain leaders through the linkage of pro-
fessional military education, training, and opera-
tional requirements must be a priority for NATO.
NATO's MDO Concept emphasizes the need for
warfighters and leaders that are not only domain
specialists but also are capable of exploiting strate-
gic, operational, and tactical opportunities across
all five domains while operating across multiple
instruments of power,

Achieving thisis a complex task. Alliance members will
need to develop their professional military education
(PME) and training programmes in a manner that
meets the requirements of MDO. This will require the
introduction and emphasis on new subjects and
educational approaches that will develop creative and
critical thinking, leverage the strategic, operational,
and tactical advantages that multi-domain operations
will provide, and will take into consideration adversary
multi-domain capabilities. Additionally, digital educa-
tion — from the flight line to the Four Star — will gain
particular importance.

“To support the Alliance ambition of transforming to-
wards an MDO-enabled Alliance with capabilities to
deter and defeat adversaries across the five operational
domains in an orchestrated and synchronized manner,
the MloP must evolve.

Across NATO, there will need to be an unprecedented
alignment of PME and training end states. Greater
interoperability at the operational level is best sup-
ported by greater interoperability at the nexus be-
tween education and training. However, the Alliance
should support the simultaneous retention of nation-
al requirements and priorities in member states’ pro-
fessional military education and training programmes.

Whilst NATO has a role to play, the main effort remains
a national responsibility.

Technology will play a vital role by taking NATO PME
and training to a new level of authenticity that will
lead to enhanced levels of readiness. Initiatives such
as the next generation of Modelling & Simulation
(M&S) tools will enable NATO and Allies to leverage
the power of experimenting, modelling, simulation,
and wargaming. Allies will also need to develop pro-
grammes which emphasize the persistent use of such
tools in order to maintain a high level of readiness and
enable the Alliance to fight and win in all future
operating environments.

Wargaming and experimentation, both powerful
analytic methods, can lend incredible insight into
the complexities of MDO across NATO, not only in
the analytic and planning communities, but also in
the training and education communities.
Experimentation and wargaming are uniquely suit-
ed to the exploration of new ideas, concepts, and
capabilities, and will play a critical role in imple-
menting MDO for NATO. When combined with EDTs,
tools like next generation M&S, the ability to gener-
ate understanding in NATO's training and education
enterprises will be almost limitless. However, a cul-
tural change will be necessary to truly test and ex-
periment during exercises.

MDO and Synchronization with
Non-Military loP

The same trends that are driving NATO to develop its
MDO Concept are also increasing military operations’
reliance on and interaction with non-military loP. These
trends include the proliferation of sensors, the rapid
expansion of civilian space-based assets, the increas-
ing importance of cyber to enable military operations,
and the vulnerability of civilian infrastructure to kinetic
and non-kinetic attack during wartime. Each trend ne-
cessitates more focused coordination of military and
non-military loP.

To succeed, military operations must be multi-domain
and be built on a strong backbone of synchronization
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Technology that provides information and decision advantage can optimize implementation of the MDO concept.

with non-military loP. Allied Command Transformation
(ACT) has recognized this interdependence in its defini-
tion of MDO and achieving this will require immediate
steps to further coordinate with non-military divisions of
government and private-sector actors. It will also require
a more concerted approach to incorporate these ele-
ments into NATO planning processes in the long term.

‘After decades of low-intensity conflict, Russia’s invasion
of Ukraine has reintroduced large-scale, high-intensity
combat to Europe!

Ukraine’s remarkable defence against Russia’s bru-
tal war of aggression demonstrates how MIoP con-
nects with and depend on non-military loP.
Ukraine’s use of Starlink for C2 is well-documented,
for instance, even as recent comments from the

SpaceX CEO demonstrate potential drawbacks to
relying on the private sector for Low-Earth Orbit
(LEQ) enabled C2 infrastructure.

In addition to communications, Ukraine utilized com-
mercial space capabilities to complement government-
provided satellite imagery intelligence to great effect.
Ukraine further leveraged the proliferation of private
sensing available by incorporating publicly available in-
formation into its intelligence and targeting. In addition
to turning to private-sector capabilities to improve
combat effectiveness, Ukraine also had to address
challenges posed by its reliance on private industry,
critical infrastructure, and the private sector companies
that operate and maintain said infrastructure.

The stress this war has put on the global industrial ca-
pacity and the air, land, and maritime lines of commu-
nication feeding into Ukraine have reminded military
and non-military planners alike of the adage that lo-
gistics win wars. Hence, when Russia’s initial invasion
failed, it quickly ramped up a barrage of attacks on
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NATO'’s adversaries have sought to limit NATO’s access to the battlespace and to deny key operating areas.

Ukraine’s transport, energy, and cyber infrastructure
using both kinetic and non-kinetic means. Ukrainian
ingenuity, coupled with support from military part-
ners and private-sector actors, has enabled Ukraine to
both sustain its war effort and continue to provide the
basic functions of governance as a state. Ukraine has
benefited from a protected rear support area for logis-
tics in NATO nations, as well as the ability to draw on
industrial capacity from the many nations donating to
its armament. It is important to keep in mind that
these advantages — protected industrial and logistics
sustainment capacity — would not necessarily apply if
NATO itself was in a large-scale conflict.

NATO will need to leverage private-sector capabilities
across domains in order to enhance lethality. It also
will need to deepen its industrial base capacity and
protect critical infrastructure from kinetic and non-ki-
netic attack. All of this will require synchronizing the
military instruments across the warfighting domains
of air, land, maritime, cyber, and space with non-mili-
tary loP from governments and the private sector.

Though Ukraine has done an exceptional job of
fostering this government-private sector cooperation
during a wartime environment, it also spent the past
eight years of its low-intensity conflict with Russia to
harden its infrastructure and work with the private
sector and across all levels of its government at all lev-
els to prepare for and fend off Russian kinetic and
non-kinetic attacks. If NATO faces a similar conflict, it
will need to synchronize military and non-military loP
before the first physical shot is fired.

So What for AIRCOM?

Moving forward, AIRCOM must fully engage with the
Alliance’s transition to MDO and seize the opportuni-
ties that this offers to advance the Alliance, and AIR-
COM, from the now’ to the ‘future’ The five priorities
below will enable AIRCOM to be at the forefront of the
Alliance’s evolution towards MDO. Each priority not
only contributes to achieving an MDO-enabled Alli-
ance but also contributes to NATO air forces that are

JAPCC | Journal Edition 37 | 2024 | Leadership Perspective



'integrated by design’ (IBD); collectively they form the
AIRCOM Integrated By Design Campaign Plan (IBDCP).

1. Counter-Anti-Access/ Area Denial (C-A2/AD)

Russia and others have studied the West's way in war-
fare for over 30 years, and Russia learned that air and
space power is the foundation on which everything
else is built. Accordingly, NATO's adversaries have
sought to limit NATO's access to the battlespace and to
deny key operating areas. The war in Ukraine highlights
what happens when neither side can gain air superior-
ity: a prolonged, artillery-heavy slugfest with tens of
thousands of casualties. This is not how NATO or our
nations want to fight. Instead, NATO needs to take
down the Long-Range Surface-to-Air Missile (LRSAMs)
systems and coastal defence cruise missiles that par-
ticularly limit air freedom of manoeuvre but also inhibit
land and maritime operations.

A significant AIRCOM conceptual effort is focused
here, to ensure that all of NATO's air forces can bring
their best operational capability to ensure access in
all domains, but especially air, land and maritime.

AIRCOM is breaking new ground to tackle this
problem and hosted a two-week event that
brought together SMEs from NATO air forces and
other domains to address key problem sets and
provide focused, achievable, near-term enhance-
ments — this being an inaugural Weapons and Tac-
tics Conference (WEPTAC), the first of its kind in
AIRCOM or NATO. MDO contributes to the C-A2/AD
fight by employing capabilities from all compo-
nents across all domains. Thorough peacetime
planning enables a truly integrated approach with
the benefit of deliberate mission command.

2. Integrated Air and Missile Defence (IAMD)

To the extent that NATO needs to dismantle our op-
ponents’ C-A2/AD capability, the Alliance also needs
to ensure that it is able to defend NATO territory, its
people, critical infrastructure, and essential defence
capabilities. After over 30 years of relative peace in
Europe, NATO needs to bring IAMD back to the fore-
front. AIRCOM briefed at many events over the past
year, including to the NATO Military Committee and at
Supreme Headquarters Allied Powers Europe (SHAPE)-
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led IAMD exercises, and engaged with all 32 NATO na-
tions" Air Chiefs. AIRCOM will continue applying con-
siderable attention to IAMD to defend every inch of
NATO territory and airspace. Again, the WEPTAC is a key
activity to help galvanise collective capability. MDO
helps to identify peacetime capabilities from all com-
ponents that can be integrated into an IAMD con-
struct. No capability should be spared. Reluctance of
component commanders to ‘lose control” over own
capabilities must be overcome with the promise of
more effective integrated solutions. Concepts like Air
Support Operations Centres should be assessed con-
cerning the use of IAMD functions, rather than air-land
integration alone.

3. Air Command and Control (AirC2)

There's no point in having great capabilities — fight-
ers, SAMs, radars, and munitions — if a command is
unable to ensure they are employed effectively. This
requires an appropriately designed AirC2 systems

approach; hence C2 is another key priority. The war
in Ukraine has also underlined the need for surviva-
bility, redundancy, and the ability to operate when
communications are denied or degraded. AIRCOM is
looking hard at what this means now and in the very
near-term - from how we train commanders and
staff, through testing distributed C2, to the equip-
ment that allows us to prosecute air operations at
scale within an increasingly complicated battles-
pace. AIRCOM has an excellent history to build upon,
and some exciting technology to embrace. But most
importantly, AIRCOM will get NATO AirC2 on track for
a future Multi-Domain C2 (MDC2) construct. MDC2 is
more than connecting networks, it requires doctrine,
training, personnel, and leaders with an MDO mind-
set. It requires application of flexible C2 concepts,
like mission command and command by negation,
to stay flexible and adaptable. MDC2 requires the
empowerment of commanders at the lowest practi-
cal level of the organization. It requires commanders
having the understanding and the trust to delegate

NATO needs to regain agility and interoperability in how aircraft are supported and maintained.
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Liberal information sharing policies between Allies and Partners are crucial to create the level of shared understanding

necessary to combine effects across all domains.

authority to the lower levels of the organization in a
timely manner when the situation demands it.

4. Information Sharing

MDQ is based on shared situational understanding. Sit-
uational understanding is based on shared situational
awareness. Sharing of information is crucial to create
the level of understanding necessary to develop the
combinations of effects across all domains to which
MDO aspires. Information-sharing holds the most
promise on return with the lowest cost assuming
problematic policy barriers can be overcome. NATO
must ensure that restrictive rules and processes
guarding what information can be shared within the
Alliance do not unnecessarily hold us back. Each na-
tion needs to assess and — where appropriate — over-
come outdated and overly restrictive policies. Two
examples: the US now shares 3,000 points of interest a
month with NATO allies...previously it was only 30 a
month; and more information on the F-35 has been
shared at the WEPTAC than was ever achievable
before. Both of these improvements cost nearly noth-
ing — they were simply policy restrictions that were
removed through engagement, risk assessments, and
thoughtful discussion. But if the Alliance wants to
think of data centricity in MDO, it needs to get the in-
formation exchange across NATO correct.

5. Agile Combat Employment (ACE)

NATO needs to regain agility and interoperability in how
aircraft are supported and maintained. These are skills
and knowledge NATO worked hard to develop and prac-
tice during the Cold War, but which were not maintained
in recent decades. Ongoing work to progress ACE and
supporting elements such as Aircraft Cross Servicing
(ACS) is geared to correct this shortfall, increasing the sur-
vivability and operational effectiveness of our aircraft
and systems while posing problems for adversaries.
Once again, the war in Ukraine highlights the need to
avoid being predictable and thus easily targeted. It also
demands speed and responsiveness to deploy and rede-
ploy as required. Nations have different versions of ACE,
but there are some common themes and requirements
AIRCOM will develop together, such as ACS and the nec-
essary level of secure fixed and mobile digital communi-
cation and information systems.

Conclusion

MDOis a critical component of NATO's military strategy.
The integration and synchronization of capabilities
across different domains are necessary to overcome
the complex and interconnected challenges of con-
temporary warfare. Key components of MDO include
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interoperability and synchronization among different
domains, the use of modern technologies, and effec-
tive planning and execution. The driving factors behind
MDO include the evolution of technology, the chang-
ing character of warfare, and the need for a coordinat-
ed response to global threats utilizing all loP.

MDO extends joint concepts and emphasizes the
importance of domains rather than the military
force operating in them. A strategically-aligned
Alliance equipped with MDO capabilities will have
the ability to seize opportunities throughout all
stages of conflict, including shaping, contesting,
and fighting. This advantage extends from tactical
engagements to strategic operations, and can be
leveraged in collaboration with partners. New struc-
tures for command and control help amplify this
focus on domains and provides increased options
for warfighting commanders.

The ongoing conflict in Ukraine has been a case study in
the evolving character of warfare and the challenges
that arise. It shows the criticality of operating in the
cyberspace and space domains, the utility of technology
like drones and autonomous systems, the importance of

adaptive leaders who can deliver effects across multiple
domains at speed and scale, and the potential risks of
relying on non-military loP.

Implementing the Alliance Concept for MDO and NATO's
transformation into a multi-domain enabled Alliance is a
true Bi-Strategic Command endeavour. MDO will shape
the future of deterrence and defence in the North Atlantic
area of operations. Working together to achieve the MDO
vision, AIRCOM remains a relevant actor in this changing
environment and, through the IBDCP fully contributes to
the Alliance’s evolution towards MDO.

The time for getting our concepts, doctrine, tactics,
techniques, and procedures right to fight and win a
peer adversary fight is now. Let's not waste time. Let’s
accept the challenge and push hard to get NATO Air
Forces ready. Fight's on! @
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Quantum Technologies
for Air and Space (Part 2 of 3)

Quantum-Enhanced Radars and Electronic Warfare:

Use Cases and Timelines

By Dr Michal Krelina, Czech Technical University, Prague

Introduction

This article is the second instalment of a three-part
series that delves into the realm of Quantum
Technology (QT). Specifically, it explores the applica-
tions of this cutting-edge field within the military’s
Air, Space, and Cyberspace domains. The article aims
to shed light on the quantum technologies that
hold promise for operational viability in the near to
mid-term future.

Building upon the foundation laid in the previous
article, titled '‘Quantum Technology for Defence — What
to Expect for the Air and Space Domains, published in
the JAPCC Journal 35 Winter edition, we now embark
on a deeper exploration of this captivating subject. In
our initial piece, we introduced readers to the second
guantum revolution, providing a comprehensive over-
view of the fundamental theory and concepts of QT.
Additionally, we highlighted three fundamental appli-
cations of QT, namely quantum computing, quantum
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As quantum technology matures, we can expect application across all domains, with potentially disruptive effect.

networks and communication, and quantum sensing
and imaging. Our aim was to dispel any misconcep-
tions and help our readers establish realistic expecta-
tions for this burgeoning field. Now, in part two, we will
delve into the intricacies of quantum-enhanced radar
and electronic warfare, unravelling their complexities
and shedding light on their potential implications.

QT is a young and dynamic field that harnesses quan-
tum properties like superposition and entanglement at
the fundamental level of individual quantum systems,
such as electrons, ions, and atoms. With significant
potential in military applications, many quantum tech-
nologies are particularly relevant to the air and space
domains. Even long before quantum technology
became a buzzword, institutions like Defense Advanced
Research Projects Agency (DARPA) recognized its poten-
tial, supporting research that has now come to fruition.

Let us revisit the three primary applications for QT.
Quantum computing, though the most publicized, is

expected to significantly impact civil, defence, and se-
curity sectors on a more distant timescale of 10-20
years. Quantum communication, envisaged to be-
come more relevant and applicable around 2030,
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Quantum Applications show great promise across the electromagnetic spectrum.

promises secure and efficient data transmission.
However, quantum sensing and imaging currently
stand out for their immediate readiness, high interest,
and profound near-to-medium-term military impact.

The average Technology Readiness Level (TRL) for
guantum sensing systems ranges from 3 to 9, indicat-
ing that these systems have moved beyond basic labo-
ratory testing and are demonstrating impressive results.
Efforts are now concentrated on transitioning from
laboratory environments to real-world applications
while simultaneously reducing size, weight, power, and
cost (SWaP-C) parameters. Recent years have seen sig-
nificant demonstrations aboard ships, aircraft, and
drones. Advances in integrated photonics, including
integrating laser sources and miniaturizing vacuum
chambers and atom/ion traps, are accelerating this
transition, potentially hastening deployment.

In this paper, we delve into a detailed examination of
several of the most impactful quantum technologies
with a near-to-medium-term horizon. Each technology
will be introduced with a brief overview of its workings,
followed by an analysis of its advantages over current

counterparts. We will then explore specific military
applications, with a focus on the air and space domains,
and conclude with projections on time expectations
for these groundbreaking technologies.

Quantum-Enhanced Radars and
Electronic Warfare

Quantum Radio-Frequency (RF) Sensing

Introduction: Quantum technology offers several
promising approaches for RF sensing. Two notable
technologies are those based on Rydberg atoms and
Nitrogen-Vacancy (NV) centres, both applicable for
narrow and wideband RF scanning and reception.

Rydberg atoms involve exciting an inner electron to
high energy levels using finely-tuned lasers, turning
the atom into a highly sensitive electric dipole. This
sensitivity allows the atom to respond to specific RF
signals based on the electron’s energy level. The exter-
nal RF field causes the electron to deexcite, emitting a
photon in the optical domain for detection. The typical
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bandwidth of this method is around 10 MHz, indicating
the potential need for a matrix of Rydberg-based sen-
sors for wideband sensing.

Nitrogen-vacancy centres in diamonds are artificial
defects in a diamond crystal lattice, formed by a
nitrogen atom adjacent to a vacant lattice site. This
structure yields a unique electronic state with an
unpaired electron that can be manipulated and read.
When a static magnetic field gradient is applied, the
NV centres become sensitive to RF fields. Changes in
the RF field affect the resonance in fluorescence,
which is detectable optically. Unlike Rydberg-based
technology, NV centres can handle bandwidths rang-
ing from hundreds of MHz to a few GHz, depending
on the magnetic field strength and gradient.

Advantage: Both technologies offer high sensitivity
to electric (RF) fields, improved resistance to interfer-
ence and jamming, self-calibration capabilities, and
small sensor sizes (micrometres, irrespective of the
measured wavelength).! They also boast broad tuna-
bility (from hundreds of kHz to hundreds of GHz) and
resistance to strong electromagnetic (EM) pulses.
Outputting in the optical regime allows for faster sig-
nal processing compared to traditional RF electronics.
Both can operate at room temperature, though
cooling can enhance sensitivity.

Their phase detection sensitivity is particularly note-
worthy, enabling angle-of-arrival (AoA) estimates
from sensors a few centimetres apart or even within
one sensor? Lest we get lost in the technical details,
the practical application is profound: Accurate AocA
measurement is essential for Electronic Warfare (EW)
applications. Whereas traditional AOA measurement
requires multiple sensors separated by larger distanc-
es for adequate accuracy, a quantum sensor can
measure angle of arrival within 2° from sensors within
centimetres of one another. This accuracy, combined
with much smaller space requirements, opens many
possibilities for hosting sensors on satellites, small
UAVs, and many other platforms.

Applications: These technologies are suitable for wide-
band scanning, such as Signals Intelligence (SIGINT) and
Communications Intelligence (COMINT). Rydberg-based

sensors can form phase-sensitive arrays,with each sensor
tuned to different frequencies for angle-of-arrival estima-
tion3 NV centres, meanwhile, can function as a single
sensor, although measuring higher frequencies requires
stronger magnetic fields of around 1 Tesla for 30 GHz* In
comparison, an early generation magnetic resonance
imager (MRI) in a hospital has about a 1T field. Fortunate-
ly, small electromagnets or permanent neodymium
magnets can create such fields at the scale necessary for
quantum applications, making practical deployment
feasible. These quantum-enhanced EW units are versa-
tile and suitable for deployment in jets, space surveil-
lance, or as passive radar replacements/enhancements.

There's growing interest in Terahertz technology,
which operates between 0.3 and 3 THz between the
infrared and microwave regions, for new radar and
communication applications. The Terahertz range
offers very high data transfer rates with an estimated
maximum of around 100 Gbit/s at 0.3 THz and unveils
unique spectral patterns during material scanning in
the THz range. Antenna sizes are small, but the detec-
tion range is short — just tens of metres due to strong
atmospheric absorption. Fortunately, this limitation is
not present at very high altitudes or in space.
Rydberg-based sensors could be ideal receivers for
such applications.> Moreover, narrow-band Rydberg-
based RF sensing could simplify radar or communica-
tion receiver systems, applicable in LPI/LPD commu-
nication or future 6G technology.®

Prognosis: The initial deployment of quantum RF
sensing technologies is anticipated to be ground-
based, with ongoing research focusing on minia-
turization for airborne and space applications. We
expect these technologies to reach an initial field
capability within three or more years.

Recent achievements in quantum RF sensing under-
score this rapid progression. For example, Quantum
Apertures, a project led by Honeywell, is developing a
programmable wideband Rydberg-based sensor
through DARPA This sensor demonstrates impressive
capabilities, covering a frequency range from 10 MHz
to 40 GHz, with a sensitivity of tens of - nV.cm=2.Hz', a
one or two-order of-magnitude improvement over tra-
ditional systems. Such advancements can potentially
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The disruptive effects of quantum technologies can change how we (and adversaries) design, defend, and attack

telecommunication networks.

free up the crowded frequency spectrum and create
the possibility of a whole new generation of frequen-
cy-hopping communications. The project started in
2021 and is expected to continue through 2026,
showcasing the potential for these technologies in
various applications. Furthermore, British Telecom (BT)
has conducted notable tests in the context of 5G and
loT (Internet of Things) technologies®

Quantum Clocks

Introduction: Quantum clocks, especially those based
on optical lattice and trapped ion technologies, mark a
substantial leap over traditional atomic clocks, entering
the realm of ultra-high-precision timekeeping. Optical
lattice clocks function by trapping atoms within a grid
of laser beams, forming a lattice that maintains the
atoms in a consistent environment, free from outside
disturbances, such as the motion of adjacent atoms.
This setup allows the atoms to oscillate at optical
frequencies (~10™ Hz), which are significantly higher
and more precise than the microwave frequencies
(~10° Hz) used in conventional atomic clocks.

Quantum logic clocks, on the other hand, confine
single aluminium ions in electromagnetic traps.
They utilize aluminium spectroscopy ions paired
with a logic atom, typically magnesium. These clocks
work by comparing the frequency of the two ion’s
vibrations after hitting it with a laser. The paired
atom is then used to detect these vibrations (alu-
minium is exceptionally stable but has difficulty de-
tecting its state). In terms of performance, optical
lattice clocks excel in stability, while quantum logic
clocks offer superior precision.

Advantage: Quantum clocks surpass traditional
atomic clocks in precision and accuracy. The quan-
tum logic clock, for instance, achieved a fractional
frequency inaccuracy of merely 94 x 107" as of
2019.° This translates to a time deviation of only
one second over more than 33 billion years, which
is approximately three orders of magnitude more
accurate than atomic fountain clocks.

Applications: Quantum clocks have two primary
applications. Firstly, they are used for the distribution
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Applications for Quantum Technology go far beyond quantum computing; quantum-enhanced devices have the po-
tential to greatly advance capability while reducing vulnerabilities.

of precise time, such as in Global Navigation Satellite
Systems (GNSS) like GPS. Secondly, portable, albeit less
precise, quantum clocks are used for local measure-
ments. One may still rightly ask why such extreme pre-
cision is useful. Such precise timing is crucial for vari-
ouUs quantum sensing and measurement systems,
ranging from quantum gravimetry and magnetometry
to quantum inertial navigation and computing.
Moreover, their enhanced precision can significantly
benefit classical radar and electronic warfare systems.

Forinstance, GPSis accurate toless than 40 nanoseconds
relative to Coordinated Universal Time (UTC); quantum
clocks could refine this to the picosecond level.
Additionally, incorporating a local atomic clock in GNSS
receivers could bolster anti-spoofing capabilities.'

In radar systems, the extraordinary precision of quan-
tum clocks allows for much finer detection and tracking
capabilities. This is essential for identifying small, slow-
moving objects, such as drones, at longer distances and

even in cluttered environments.!" Precise timing is also
crucial for networked radars which combine multiple
radar pictures in real time.'?

For electronic warfare, integrating quantum clocks
could transform communication and jamming strate-
gies. Their ultra-precise timing enables military forces to
rapidly change frequencies, evading enemy jamming.
They also facilitate the transmission of more complex
jamming signals to disrupt enemy communications or
other EM signals. Furthermore, quantum clocks can be
integrated into various military assets, enhancing accu-
racy and effectiveness.!®

Prognosis: Quantum clocks are currently in the exper-
imental stage, with ongoing development and refine-
ment in labs. The transition to military deployment is
expected to take some time, with commercial or mili-
tary applications anticipated within the next few
years. Experts are working on miniaturizing these
clocks for integration into diverse military platforms,
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envisioning them to be compact enough for use in
missile warheads, small drones, or electronic warfare
pods on fighter jet.'* For the air and space domain,
the quantum clock could be relevant in 5 — 10 years.
For example, optical clocks with a precision (relative
uncertainty) of 107" within the 3U™ package are
already commercially available.'®

Quantum Transducers

Introduction: Transduction refers to converging energy
from one form to another, such as antennae, micro-
phones, and accelerometers. However, microwave-to-
optical signal conversion is a transduction process that is
just now available thanks to quantum transducers, which
are pivotal in transferring (quantum) information from the
microwave domain to the optical regime. These transduc-
ers employ various mechanisms, such as electro-optical
and magneto-optical devices, opto-mechanical struc-
tures, and atoms with appropriate energy level spacings,
to facilitate coherent signal conversion. Recent progress
has notably enhanced their efficiency and bandwidth. For
example, efficiencies nearing 80% have been reported.’”

Advantage: Converting microwave signals to optical
frequencies via quantum transducers offers distinct ad-
vantages over traditional microwave signal processing.
This conversion enables the mapping of information
from a narrow-bandwidth microwave field to a broader
optical frequency range. This capability is crucial for co-
herent frequency-division multiplexing (FDM), which
enables the simultaneous processing of multiple sig-
nals within the optical domain rather than relying on
several parallel microwave channels. This leads to im-
proved efficiency in complex signal-processing tasks.'®

An additional advantage relates to environmental influ-
ences. At room temperature, the optical domain is char-
acterized by minimal photons from thermal noise. This
is a significant advantage over microwave frequencies,
where thermal-photon occupation can introduce noise
in signals. Optical domain systems have also shown
proficiency in phase-correlated amplitude control of
the multi-channel optical field, akin to a frequency
domain beam splitter. This enables precise control over
specific frequency channels, facilitating rapid filtering,
signal processing, and more efficient digitalization.

Applications: In radar technology, quantum trans-
ducers can substantially enhance performance. By
converting microwave signals to optical frequencies,
these transducers allow radar systems to achieve
greater sensitivity, particularly in detecting targets
with minimal radar cross-sections and weak return
signals. Optical frequencies provide wider band-
widths and higher frequencies, resulting in more de-
tailed radar resolution over extended ranges.”

Quantum Transducers have applications across the
spectrum of radar receivers, including in photonic-
microwave radars, electronic warfare systems, and
remote sensing and surveillance. The amalgama-
tion of microwave robustness and optical frequen-
cy resolution significantly bolsters the capabilities
of various sensing technologies, essential for the
next generation of comprehensive surveillance and
intelligence gathering.

Time Expectations: Integrating quantum transducers
into military applications is anticipated to be progres-
sive. With current advancements in quantum technol-
0gy, we can expect prototypes to emerge within the
next five years. For instance, the development of inte-
grated quantum transducers for quantum computing
applications is already underway.?

Conclusions

This article delves into the realm of quantum tech-
nologies, highlighting their expanding significance
and immense potential within the military domain,
specifically in the areas of radars and electronic
warfare for air and space operations. Quantum
sensors already show high levels of technological
readiness, and their application in diverse and
challenging military environments appears close.
These advancements are not just theoretical; practi-
cal demonstrations in real-world scenarios aboard
ships, aircraft, and drones highlight the transition of
these technologies from laboratory settings to opera-
tional fields. Such advancements will also be further
examined in the third article in this series, focusing on
intelligence, surveillance, and reconnaissance (ISR),
and positioning, navigation, and timing (PNT). @
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Assessing the Viability of Electrically
Powered Flight in Military Operations

By Major Eelco Tolsma, NE Air Force, JAPCC

Introduction

The trajectory of climate discourse has evolved
dramatically over the years, reflecting the growing
urgency of the situation. From the initial fears of global
cooling in the 1970s to the subsequent shift towards
global warming in the 1980s, the narrative has now
evolved into the broader concept of climate change.
However, the gravity of the situation has escalated
even further in recent years, leading to the recognition
of a full-blown climate crisis in the 2010s. Today, we
find ourselves in the midst of a climate emergency.
The message is clear: something has to happen.

How can we try to reverse things? Without a better
alternative, the consensus seems to be to electrify
‘everything'- electrification is seen as the Holy Grail to
save the climate.

But electrification is not as new as one might
think—as early as 1828, society started to experi-
ment with electric transport. Initially, it began
with scaled-down versions of modified carriages,
and the first full-scale ‘car’ was realised in 1888.
The so-called ‘Flocken Elektrowagen’ was a
German-built carriage powered by an electric
motor with a lithium battery.
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Figure 1: The world’s first electric car, the German-built
Flocken Elektrowagen.

Electric cars are not as new as one might think. How about
electric powered flight, then? That idea also goes back
surprisingly far. In the 1880s, two French army officers,
Charles Renard and Arthur Krebs, put huge batteries com-
bined with an eight-horsepower electric motor in a hydro-
gen-filled balloon to enable it to do what no balloon had
done before: return to its launch site at the end of a flight.
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Figure 2: Renard and Krebs'electric balloon, the first to
return to where it started from.

However, despite this early triumph, there was no follow-up
for about 90 years. Only in 1969, did brothers Bob and
Roland Boucher start the current evolution by using electric
motors for model aeroplanes. The seed was planted, and we
are now in an era where much more is technically feasible
regarding the electrification of flight. It truly is electrifying. ..

To fight the climate crisis, there is a growing push from the
public and national and international regulators towards
electrification in both earthbound and aerial transporta-
tion. Electric Vehicles (EVs) are becoming more common
on the roads, and many countries are setting targets to
phase out the sale of new gasoline- and diesel-powered
cars. Similarly, the industry is developing and testing elec-
tric aircraft with the aim of reducing emissions and in-
creasing efficiency. This is the time where the military
world must jump on the bandwagon and come up with
workable solutions for their part of the energy issue. Al-
though the emphasis in the industrial world is on electrifi-
cation, we should not rule out other options, such as syn-
theticfuels, biofuels,and hybrid systems, while maintaining
a guaranteed energy supply to maintain operational flexi-
bility and effectiveness.

Military Aspects of Energy Security

Military operations require enormous amounts of stable,
reliable, and continuous energy, no matter the form,
making it a critical enabler for NATO forces’ operations
and logistics. However, it comes at a price:

" ‘Recent operations and growing environmental
concerns have highlighted security challenges relat-
ed to the extensive use of fossil fuels; it is not only a
financial issue, but it also increases operational vul-
nerability of military forces and endangers environ-
mental sustainability. Climate change is military-
spoken a threat multiplier, affecting every military
operation. It could (and most likely will) affect mili-
tary capabilities and strengths and with that, the
possible outcome in a crisis.”’

If the military world were to be cut off from its energy
supply, everything would come to a standstill.

Aviation Emissions

As expected, aviation is an active contributor to
global greenhouse gas emissions. NATO alone
burned roughly 250 million litres of jet fuel per day in
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Global carbon dioxide emissions from aviation

Aviation emissions includes passenger air travel, freight and military operations. It does not include non-C0O:
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Figure 3: The above figure includes CO, emissions from all flights, including international and domestic passenger

flights, cargo, and military flights.

2022, and according to the International Energy
Agency (IEA), the aviation sector accounted for
approximately 2.5 % of global CO, emissions in 2019.
This looks like a small proportion, but when emissions
from other sources associated with aviation, such as
nitrogen oxides (NO,) and contrails (both can cause
trapped heat in the atmosphere) are considered, the
total warming effect of aviation is estimated to be
2-4 times higher than the warming effect of CO,
emissions alone.?

Although aviation emissions are a relatively small
percentage of total emissions today, their impact is
significant and is expected to grow.

Energy Density

Animportant point to note for any flight is the amount
of usable energy, retrievable from the type of
combustible, known as the energy density, expressed
in Mega joules per kilogram (Mj/Kg). The higher the
energy density of the combustible, the more energy
may be stored or transported for the same mass.

Energy density indicates how much ‘positive’is for the
‘negative. The positive could be explained as flight
time, payload, range, etc, and the negative as weight,
volume, fuel consumption or other adverse effects on
the operational use of an aircraft. For now, liquid
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Figure 4: A comparison of the Energy Density of Common Combustibles, expressed in Mega Joules per Kilogram. The

higher the number, the more usable energy relative to its mass.

hydrocarbons, such as gasoline, diesel, and kerosene,
are still the densest way known to economically store
and transport chemical energy at a large scale? In
comparison, jet fuel has an approximate energy den-
sity of 43Mj/kg,* while the highest performing Lithium
battery, possesses approximately 1Mj/kg.> This is a sig-
nificant difference, and although an electric motor is
more efficient than an internal combustion engine in
transforming stored energy into mechanical energy
(see below figures), the weight of the batteries need-
ed to store the same amount of energy as in kerosene
is still very high.

Fortunately, researchers are constantly improving bat-
tery technology, and breakthroughs will make it pos-
sible to develop more powerful and lightweight bat-
teries in the future. The solid-state battery, which uses
a solid electrolyte instead of a liquid, has a higher en-
ergy density, which looks promising.

The Elephant in the Room

Battery technology has yet to reach a point where it
can safely provide the same energy density as tradi-

tional fossil fuels. Getting an acceptable range from
current battery technology requires a bulky and
heavy storage system, including a temperature-reg-
ulating system for safety and efficiency. Further-
more, there is the issue of battery energy output
versus ambient temperature. Low ambient temper-
atures cause a battery to perform less than at high
ambient temperatures, which could cause signifi-
cant operational limitations when operating in
colder areas. Although high temperatures may posi-
tively affect the battery output, it will negatively af-
fect the battery’s life cycle and internal temperature,
which might build to the point of self-combustion.

Several strategies can be employed to mitigate the
weight issue. One approach is to use more lightweight
materials and designs to reduce the weight of the rest
of the aircraft, and although this will increase cost, it
might also be beneficial for use on current military air-
craft. One could also make use of unmanned flight,
where you replace personnel and non-essential equip-
ment with batteries. This can offset some of the batter-
ies’ weight and improve the aircraft’s overall endur-
ance. Both strategies have implications that may be a
bridge too far for the military now, but it is certainly
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Figure 5: Electric-powered vehicles are far more efficient than internal combustion engines. This advantage is partly offset
by the large size and weight of the battery.5”

worthwhile to further investigate the possibilities, pos- support could also present some challenges. Bat-
itive effects, and military implications. teries require a charging infrastructure that can

provide high levels of power, and this infrastruc-
Apart from the energy storage challenges associ- ture may not be widely available or easily accessi-
ated with electric helicopter flight, the logistical ble in all locations, either when replacing an emp-
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Figure 6: Artist’s impression of a possible electric military helicopter in the future

ty battery with a full one or charging on site.
Furthermore, the charging time for batteries is
longer than the refuelling time for traditional fossil
fuel-powered aircraft, which could impact mission
readiness and turnaround times. And lastly, the
weight and expected high cost of replacement
batteries due to airworthiness requirements will
affect the supply chain.

However, it'simportant to note that these challenges
are not insurmountable, and the electric aviation
industry is working to address them. For example,
there are efforts to develop charging infrastructure
that is more portable and can be easily transported
to remote locations.®

Are There Positives?

For years, the industry has been working on hybrid-
electric aircraft for commercial use, and they are
making good progress.’ For example, New York City
had its first demonstration flights with electric verti-
cal take-off and landing (eVTOL) aircraft in
November 2023, and Japan’s national airline ANA is
aiming for commercial eVTOL flights starting in
2025. The industry recognizes the potential.

The electric drive train knowledge acquired in these
commercial applications is beneficial for developing
electric military aircraft. In addition to the environ-
mental benefits of electric flight, it has the potential
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to provide significant military benefits. The absence
of smelly emissions, reduced noise levels and heat
signatures (less trackability) and less sensitivity to
flammability/explosiveness when under fire are
highly desirable properties for military operations. In
addition, electric aircraft will have fewer and simpler
drivetrain components, such as batteries and electric
motors, compared to currently used aircraft that
require fuel tanks, internal combustion engines, gear-
boxes, and axles, thereby reducing the number of
components that can fail, potentially improving
reliability. Aviators would benefit from this, and the
supply chain for spare parts would be less stressed
than for traditional aircraft.

This will have a positive impact on maintenance, repair
activities, employability, and sustainability.

Near Future

While it is difficult to predict the exact timeline for
adopting electric flight in the military, there are some
promising signs of progress.

For example, within the Joint Capabilities Group Vertical
Lift (JCGVL), the US Department of Defense is looking
into the possibilities for an all-electric helicopter intend-
ed to provide improved speed, range, and agility com-
pared to existing helicopter designs. Furthermore, the
Slovenian and Danish Air Forces are evaluating the Velis
Electro as a basic pilot training aircraft.'® Also, the United
States Air Force has conducted its first manned electric
flight with an eVTOL with military airworthiness.""

The aviation industry is becoming more focused on
reducing emissions and improving sustainability,
which could drive greater investment and innovation
in (military) electric flight technology. In the meantime,
using synthetic fuels, biofuels, or hydrogen fuel cells
can be an interim solution to the climate problem.

Synthetic fuels, also known as e-fuels, are produced
using renewable energy sources such as solar or
wind power to produce hydrogen, combining this
with carbon dioxide captured from the atmosphere
or industrial processes.

Biofuels produced from renewable sources such as
algae or agricultural waste reduce greenhouse gas
emissions compared to traditional jet fuels since they
burn cleaner and are more carbon neutral.

Hydrogen fuel cells, which produce electricity
through a chemical reaction between hydrogen and
oxygen, have also shown promise as a potential
power source for aircraft.!?

Conclusion

With a world adapting to the changing climate and
where electrification of transport can contribute to
reducing greenhouse gas emissions, the military sector
will have to conform under the influence of public
opinion and national and international regulations.
With regard to the effective use of military electric air-
craft, there is still a long way to go, but there are also
benefits to be achieved. Apart from the environmental
advantages, electric aircraft also have the potential to
offer significant military advantages such as reducing
emissions, noise levels, and heat signatures, and being
less flammable/explosive under fire.

Unfortunately, electric aircraft face several significant
technical challenges, particularly in terms of battery
technology and weight/range limitations. While there
have been some recentadvancesin battery technology,
batteries are still heavy and have limited energy density
compared to traditional fuel sources. For now, electric
aircraft have more limited range, endurance, and load
capacity than traditional aircraft. Although there are
challenges associated with achieving operationally
viable electric aircraft as a substitute for fossil fuel air-
craft, overcoming these challenges over time is
possible. There are ongoing developments in battery
technology, charging possibilities, material composi-
tion, autonomous flight systems, and other Al-powered
technologies that could help address some of the key
limitations of military electric helicopter flight. It is up to
the military to set the requirements and to industry to
innovate and develop the necessary techniques. In the
meantime, to address the climate issue, the military
could use interim solutions such as the use of synthetic
fuels, biofuels, and hybrid drive.
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Transitioning to new energy solutions and,
ultimately, electric drive is not an easy task and will
undoubtedly impact how operations are conducted.
But based on the advantages, combined with the
current pace of developments and the perceived
necessity for cleaner aircraft, it is likely that electric
aircraft will play an important role in military opera-
tions in the years to come. To continue to ensure the
employability of any nation’s armed forces, it is a
transition effort that every country should already
be working on. @
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A Boeing E-7 Wedgetail in flight with its active electronically scanned array radar.

Alliance Future Surveillance

and Control (AFSC)

How Will NATO Continue to Effectively Monitor the Skies?

By Major Patrick Giesenfeld, GE Air Force, JAPCC

Introduction

The NATO E-3A, or AWACS (Airborne Warning and
Control System), had its first operational mission in
1982. This remarkable aircraft has the ability to track
and detect airborne threats from hundreds of miles
away, while simultaneously commanding and con-
trolling friendly forces. Throughout its four decades of
service, the AWACS has undergone numerous
upgrades to its mission and flight decks, sensors, and
communication systems." Despite this highly success-
ful service record, continued use of these aircraft faces

additional challenges. One of the primary obstacles
lies in the realm of maintenance. As time progresses,
the task of maintaining these aircraft becomes
increasingly arduous. The scarcity of spare parts, which
are often nolonger produced or available, exacerbates
this issue. Consequently, the already meticulous
management of flight hours is resulting in a gradual
reduction each passing year.

NATO currently has a fleet of 14 Boeing 707 type
AWACS aircraft, stationed in Geilenkirchen, Germany.?
However, the operational number within the fleet is
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NATO aircrew prepare to take off in their E-3A Airborne Warning and Control System (AWACS) aircraft at Siauliai
Air Base in Lithuania.

decreasing considerably. The scarcity of maintenance
personnel further compounds the problem, as they
grapple with an escalating array of challenges in
ensuring the aircraft remain serviceable. In many
instances, aircraft are cannibalized for spare parts to
sustain the better-maintained ones in the fleet.
Nevertheless, technical issues are not the sole hurdle
that must be overcome.

In times of worldwide conflict, interoperability and
fast data processing are vital, and current systems
are struggling to keep pace with the speed of
development. To handle the ever-increasing
amount of data and information, new technologies
may need to be introduced and exploited, such as
Big Data Management, Unmanned Aircraft Systems
(UAS), Emerging Disruptive Technologies (EDT),
Artificial Intelligence (Al), and Machine Learning

(ML). In response to these challenges, NATO is
already developing a programme for a modern,
interoperable, capable, and reliable System-of-Sys-
tems (SoS) to ensure the Alliance’s future surveillance
and C2 needs for 2035 and beyond. This programme
is called Alliance Future Surveillance and Control
(AFSC). However, recognizing the pressing need to
address the current gap, multiple NATO nations
have made the strategic decision to accelerate the
deployment of an already established platform —
the Boeing 737 E-7A AEW&C Wedgetail. This move
serves as a crucial component towards achieving
the eventual AFSC SoS.2 This platform should only
represent one aspect of the envisioned AFSC
capability requirements, as the remaining compo-
nents of the programme will need to progress in a
complementary manner, albeit on their own
timeline. Collectively, these approaches beg the
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question: Will NATO be able to fuse all the develop-
ment paths and have a coherent solution in the end?

The Need for a New Capability

In the Warsaw Summit Communique of 9 July 2016,
NATO heads-of-state declared that by 2035, the Alliance
would need to have a follow-on capability for the E-3A
NATO AWACS* In order to keep up with modern
airframes and technologies, and to maintain operational
effectiveness, the Alliance has acknowledged the
necessity for a new capability to fulfill NATO's primary
Command and Control (C2) functions, as outlined in the
Framework for Future Alliance Operations (FFAO)?
Consequently, the communique established AFSC with
the purpose of addressing the limitations of the E-3A
and ushering in a new era of advanced surveillance and
control capabilities. NATO Secretary General Jens
Stoltenberg stated, ‘AFSC is the biggest investment
programme of NATO ever to replace the phasing-out of
AWACS in 2035 The aim was to completely redefine
how NATO conducts surveillance and C2 in the future.

With the AFSC programme, NATO has already taken a
first step towards the future. Significant changes to
former operations must be made to fulfil NATO's goal
of having AFSCin service by 2035 and to operationalize
NATO's new strategic and operational concepts. The
new operational requirements underlining the AFSC
programme match those defined in the new
Multi-Domain Operations (MDO) concept.” As a sig-
nificant evolution of joint operations, MDO started
when the Alliance formally recognized cyberspace
and space as domains. This recognition was
accompanied by the emergence of a challenging
new operating environment, marked by the rise of
threats such as A2/AD, hybrid warfare, hypersonic
weapons, and adversaries’ exploitation of EDTs. To
effectively address the aforementioned challenges,
NATO needs to simultaneously operate in all five
operational domains (air, land, maritime, space, and
cyberspace) to achieve converging effects at the
speed of relevance. Generating a real-time or near
real-time common operational picture, shortening
the OODA loop, connecting every sensor to the
shootersin the fastest possible way,and implementing

a cross-domain command capability are the new
challenges for AFSC in the MDO environment.

By design, AFSC is not a one-to-one replacement
for the AWACS and is intended to be platform
agnostic. It is, instead, a SoS based on the MDO
approach. As such, the overall AFSC Technical Con-
cept is for an integrated, state-of-the-art, dynamic,
adaptable, and federated SoS. This concept is char-
acterized by a resilient, scalable, and flexible distri-
bution of tactical control, battle management, and
surveillance functions across its constituent sys-
tems, to support a wide range of military require-
ments across all operational domains and the range
of military operations. Currently, NATO considers
available surveillance and control assets, evolving
surveillance platforms, communications systems,
cyber warfare, and cloud computing functions as
the key elements of the AFSC.8In a military context,
the programme refers to integrating various mili-
tary platforms, technologies, and subsystems to
create a comprehensive and interconnected net-
work that enhances military capabilities and effec-
tiveness. AFSC recognizes that modern warfare
cannot be effectively addressed by individual struc-
tures alone. Assets integrated into AFSC can include
fighter aircraft, ground forces, naval vessels, satel-
lites, UAS, communications networks, intelligence
data, and more. By integrating these systems, NATO
achieves improved situational awareness, distribut-
ed C2 capabilities, and cross-domain functions.

‘The AFSC Technical Concept is characterized by a re-
silient, scalable, and flexible distribution of tactical
control, battle management, and surveillance func-
tions across its constituent systems, to support a wide
range of military requirements across all operational
domains and the range of military operations.

With the development of a project like AFSC, a very long
list of challenges and requirements need to be consid-
ered. For maintenance, specialist personnel are rare and
must have proper training. Also, the new airframe
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portion of the AFSC needs to be stationed in tactically
favourable regions. These should be central enough to
be immediately employed in support of Allied forces in
every theatre all over the world, but also not too close to
possible threats. Additionally, there is an urgent need for
reliable surveillance and control in all five domains, as
well as the ability to operate in complex situations as
already seen in Ukraine and the Middle East. The new
capability must take into consideration the need to also
share information with non-NATO entities and partner
nations. The system must deliver the right information,
to the right place, at the right time.

To always be one step ahead of the opponent,
NATO must strive for information dominance. To
this end, connectivity is a very important prerequi-
site for interoperability, which is, in turn, the prereg-
uisite for shared awareness. Moreover, AFSC must
have improved system characteristics relative to
AWACS to support time-sensitive decision-making.
Commanders must be able to identify and retrieve
needed information as easily and comprehensibly
as possible. AFSC requires the development of
standardized communication protocols and data
exchange formats. Interoperability can be signifi-
cantly improved by establishing seamless integra-
tion and information sharing between different
systems from the beginning. Considering how
rapidly crises and conflicts can unfold, decision-
making processes will need to be swift, whilst max-
imizing the commander's ability to delegate
authority where applicable. Furthermore, the AFSC
programme envisions continued research and
development through collaboration with industry
partners, academia, and allied nations, and must
also build flexibility for unknown future innovations.

The Evolution of AFSC

In 2021, NATO invested over one billion euros in the Final
Lifetime Extension Programme (FLEP) to extend the
AWACS programme until 2035, leaving enough time for
the build-up of AFSC. FLEP includes several upgrades for
AWACS, but these are limited to communication, opera-
tor systems, and link capabilities.® The airframe, the big-
gest liability concern, was not and will not be upgraded.

The AFSC project is composed of three Stages
(Pre-Concept, Concept, and Development) which, in
turn, have several phases.'® Stage one was about de-
fining the project, prioritizing the requirements, and
getting was industry involved, and was completed in
2018. It included the development of the AFSC
Capability  Architecture, the development and
refinement of the AFSC Capability Requirements, a
gap analysis, and studies in preparation for the next
phase. Currently, the initiative is in Stage two, the
Concept Stage, which consists of three phases.

Phase two included High-Level Technical Concept
(HLTC) studies and in-depth analysis of derived prod-
ucts with the Risk Reduction and Feasibility Studies
(RRFS). The RRFS were conducted over a period of
one year and resulted in a significant amount of tech-
nical information provided by industry on potential
technologies and systems concepts that could meet
the AFSC Capability Requirements. Industry studies
conducted in phase two aimed to understand the
availability and feasibility of potential industry solu-
tions to fulfil the AFSC Capability Requirements whilst
addressing the future technologies and operating
environment by 2035, and beyond.

AFSCis the largest and most complex capability pro-
gramme NATO has collectively undertaken to date.
NATO’s analysis identified that no single industry
concept would meet all capability requirements for
AFSC by 2035 across the range of military operations.

In phase three, the final phase of the Concept Stage,
capability targets will be established to fulfil the
selected AFSC Technical Concept and to develop
and procure one or more materiel solutions through
the stages that follow. Phase three will include an
AFSC capability review to identify available or
planned national or NATO elements that could con-
tribute to the AFSC SoS and meet the AFSC Technical
Concept and operational requirements. The results
will inform the development of NATO Defence Plan-
ning Process (NDPP) Capability Targets, as well as the
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programmatic arrangements necessary to mitigate
potential gaps. Stage two is planned to be completed
in 2025.

In the third stage, development, NATO must develop
the full slate of capabilities necessary to realize the
complete AFSC concept. The development will last
until 2035, through a combination of jointly funded
multinational groups, and individual nations’ contri-
butions. The concept foresees an open architecture
in a federated approach, with cross-domain func-
tionalities tailored to the mission and understood as
a web of connected capabilities. These capabilities
will be a mix of NATO, multinational, and national
ones. The project also must ensure coherence
between the AFSC and the future NATO Air
Command and Control (AirC2) structure. Another
challenge is that AFSC must also link to existing
capabilities, like national C2 sites, AEW&C sensors,
and fourth up to sixth generation air platforms. All of
these capabilities should be freely adaptable,
customizable, and configurable to suit the mission,
rather than being confined to a single platform.

In November 2023, the NATO Support and Procure-
ment Agency (NSPA) announced its acquisition strat-
egy for an initial Alliance Future Surveillance and
Control (IAFSC) capability.!! Based on a US Foreign
Military Sales (FMS) case, NSPA intends to acquire six
E-7A Airborne Early Warning and Control (AEW&C)
Wedgetail aircraft manufactured by Boeing.'? This
consortium, consisting of seven Support Partnership
Nations (Belgium, Germany, Luxembourg, the Neth-
erlands, Norway, Romania, and the United States)
along with the NSPA, concluded that the Wedgetail
is the only known currently available system capable
of fulfilling the strategic commands’ essential opera-
tional requirements in the short term. This capability
must be considered as an initial solution to eventu-
ally support the overall AFSC. The NATO Wedgetail is
expected to reach Initial Operational Capability (I0C)
in 2031." An airframe the size of the still-flying
AWACS certainly plays a role in deterrence by its pure
appearance and could be employed in strategic
messaging. However, this single platform is not
enough if we want to achieve all the capabilities
envisioned in the original AFSC programme.

Implementing AFSC into NATO Strategies
and Doctrines

The development of AFSC, with many of its capabilities
and implementation still in the future, needs to be in
line with and support existing doctrines and strategies
of the Alliance. It also needs to satisfy the operational
requirements defined in current and future NATO
concepts, plans, and processes. Some, for example,
include the NATO Warfighting Capstone Concept
(NWCQ), the MDO concept, and the NATO Defence
Planning Process (NDPP). In particular, the NDPP aims
to provide a framework within which national and
Alliance defence planning activities can be harmo-
nized, enabling Allies to provide the required forces
and capabilities most effectively. Through the NDPP,
NATO identifies the capabilities that it requires and
promotes their development and acquisition by Allies.
The NDPP consists of five steps (Political Guidance,
Determine Requirements, Apportion Targets, Facilitate
Implementation, Review Results) conducted over a
period of four years." The next cycle will start again in
2024, which means that AFSC should be incorporated
into the next NDPP cycle to make sure that identified
capability targets can be developed over the remain-
ing two cycles before 2035.

Doctrines and planning processes will give the AFSC
project the guidance needed for its further develop-
ment. For this reason, nations and industry will have
the challenge of keeping such a long and ambitious
project current and in line with a constantly changing
operating environment, which in turn affects NATO's
posture and vision. But not only political influence
and economic requirements will play a role. Imple-
menting AFSC in NATO's strategic planning for the
next decade and beyond will demand close monitor-
ing and supervision in project management to ensure
it reaches all important preset milestones. The con-
figuration (links, radios, sensors, etc) of the iAFSC
should be developed following the results of the
requirements defined for the original AFSC SoS to
guarantee integration. The capability development
phase for both iAFSC and AFSC segments needs to be
in close coordination between all parties involved.
This means especially that industries and companies
involved must work together, without ‘boxing out’
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In coordination with the NATO Support and Procurement Agency, a seven-nation consortium is acquiring the Boeing
E-7A Wedgetail as an interim solution on the path to a holistic AFSC system-of-systems.

each other. Harmonizing such disparate but compli-
mentary efforts is a great challenge. NATO should
establish common monitoring and controlling phases
to ensure interoperability exists between all systems.

Conclusion

The NATO AWACS has been operational for over
four decades now. Although communications
systems and operational parts like sensors and
flight decks have been upgraded, the airframe it-
self is still the same. As of today, the AWACS capa-
bility is presenting a mix of challenges ranging
from a smaller fleet to decreased operational read-
iness, and logistics and personnel shortages. All
these factors represent an operational gap when
compared with NATO's current level of ambition.

So, a new capability for the command and inform
military functions is one of the most urgent opera-
tional requirements for the Alliance.

With the recent decision to procure six E-7A Wedgetail
Airborne Early Warning and Control (AEW&C) aircraft,
NATO has wisely decided to lower the risk of not having
a capability ready to replace the AWACS by 2035. In
other words, the Alliance has decided to give priority to
a tangible and concrete answer to the operational gap
described above. The approach also recognizes the
benefits of economies of scale, commonality, and
interoperability derived from multinational acquisition
of off-the-shelf military platforms.

AFSC is the largest and most complex capability
programme NATO has collectively undertaken to
date. NATO's analysis identified that no single industry
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concept would meet all capability requirements for
AFSC by 2035 across the range of military operations.
Even though the Wedgetail represents a suitable
‘interim’ solution, NATO nations must make sure that
they do not lose the momentum generated by the
AFSC SoS concepts, which represent much more than
a stopgap. The iAFSC acquisition must be considered
as just a portion of the original ambitious vision of
AFSC. The new challenges will be represented by the
need for strong cooperation across industries, to
make sure that the iAFSC airframe will be integrated
within all the other systems envisioned in the original
AFSC SoS. The AFSC project has large potential to
operationalize C2 in MDOs and operate successfully in
complex future environments around the globe. @

1. Airborne Early Warning & Control Force Public Affairs Office, NATO AWACS celebrates 40
years of service, nato.int, 2022, https://awacs.nato.int/media-center/press-releases/2022/
nato-awacs-celebrates-40-years, (accessed 10 October 2023).

2. NATO to modernize AWACS fleet — AWACS planes at NATO Air Base Geilenkirchen, https://www.
natomultimedia.tv/app/asset/621329, 2020, NATO Multimedia, (accessed 11 October 2023).

3. NATO Support and Procurement Agency, NSPA Announces Acquisition Strategy to Define a
Future Airborne Early Warning and Control Capability, NSPA.nato.int, 2023, https.//www.
nspa.nato.int/news/2023/nspa-announces-acquisition-strategy-to-define-a-future-
airborne-early-waming-and-control-capability, (accessed 16 November 2023).

4. Warsaw Summit Communiqué, Issued by the Heads of State and Government participating in
the meeting of the North Atlantic Council in Warsaw 8—9 July 2016, nato.int, 2016, https://
www.nato.int/cps/en/natohq/official _texts_133169.htm, (accessed 10 October 2023).

5. North Atlantic Treaty Organization, Framework For Future Alliance Operations, nato.int,
2018, https://www.act.nato.int>180514_ffao 18-txt, (accessed 12 October 2023).

6. Ibid.

7. NATO's Strategic Warfare Development Command, Multi-Domain Operations in NATO —
Explained, actnato.nt, 2023, https://www.act.nato.int/article/mdo-in-nato-explained/,
(accessed 12 October 2023).

8. Secretary AFSC Support Partnership Committee, Capstone Report on the Recommended
Technical Concept for AFSC, 2023, pp.10—11, available from Alliance Future Surveillance
and Control Support Partnership Committee, (accessed 20 December 2023).

9. Content by Lieutenant Colonel Dennis’Murph’ Murphy, FLEP Software [PT Lead,2021, FLEP to
Upgrade AWACS Mission System Software, napma.nato.int, https://www.napma.nato.int/
news/2021/FLEP_softw.html, (accessed 16 November 2023).

10. Ibid 8.

11. European Defence Review online, NSPA Announces Acquisition Strategy to Define a Future
Airborne Early Warning and Control Capability, www.edrmagazine.eu, 2023, https://www.
edrmagazine.eu/nspa-announces-acquisition-strategy-to-define-a-future-airborne-
early-warning-and-control-capability, (accessed 4 March 2024).

12. Ibid.

13. Ibid.

14. North Atlantic Treaty Organization, NATO Defence Planning Process, nato.int, 2022, https://
www.nato.int/cps/en/natohq/topics_49202.htm, (accessed 8 November 2023).

ABOUT THE AUTHOR

Major Patrick Giesenfeld
GE Air Force, JAPCC

Major Giesenfeld joined the German Armed Forces in 2007.
He completed his officer training course in 2011. Following
this, he was transferred to the Tactical Air Command and
Control Squadron 21 in Erndtebriick, where he acquired his
Aircraft Control Licence in 2013. Since then, he has served as
an Aircraft Controller in the Control and Reporting Center
‘LONESHIP' He also fulfilled tasks as an instructor and later
as an examiner in the relevant fields. Major Giesenfeld

participated in several international programmes in Den-
mark and Switzerland as well as courses and training, e.g.
the Tactical Leadership Programme. He was part of the
‘Maritime Pool’ in Erndtebriick for several years, which al-
lowed him to experience a deployment in 2018, where he
supported the ‘Carrier Strike Group 8’ on board the frigate
‘HESSEN: Currently, he is assigned at the JAPCC, C4ISR&S
Branch, as an Air Command and Control SME.

JAPCC | Journal Edition 37 | 2024 | Transformation and Capabilities


http://nato.int
https://awacs.nato.int/media-center/press-releases/2022/nato-awacs-celebrates-40-years
https://awacs.nato.int/media-center/press-releases/2022/nato-awacs-celebrates-40-years
https://awacs.nato.int/media-center/press-releases/2022/nato-awacs-celebrates-40-years
https://www.natomultimedia.tv/app/asset/621329
https://www.natomultimedia.tv/app/asset/621329
https://www.natomultimedia.tv/app/asset/621329
https://www.nspa.nato.int/news/2023/nspa-announces-acquisition-strategy-to-define-a-future-airborne-early-warning-and-control-capability
https://www.nspa.nato.int/news/2023/nspa-announces-acquisition-strategy-to-define-a-future-airborne-early-warning-and-control-capability
https://www.nspa.nato.int/news/2023/nspa-announces-acquisition-strategy-to-define-a-future-airborne-early-warning-and-control-capability
https://www.nspa.nato.int/news/2023/nspa-announces-acquisition-strategy-to-define-a-future-airborne-early-warning-and-control-capability
http://nato.int
https://www.nato.int/cps/en/natohq/official_texts_133169.htm
https://www.nato.int/cps/en/natohq/official_texts_133169.htm
https://www.nato.int/cps/en/natohq/official_texts_133169.htm
http://nato.int
https://www.act.nato.int
https://www.act.nato.int
http://act.nato.int
https://www.act.nato.int/article/mdo-in-nato-explained/
http://napma.nato.int
https://www.napma.nato.int/news/2021/FLEP_softw.html
https://www.napma.nato.int/news/2021/FLEP_softw.html
https://www.napma.nato.int/news/2021/FLEP_softw.html
http://www.edrmagazine.eu
https://www.edrmagazine.eu/nspa-announces-acquisition-strategy-to-define-a-future-airborne-early-warning-and-control-capability
https://www.edrmagazine.eu/nspa-announces-acquisition-strategy-to-define-a-future-airborne-early-warning-and-control-capability
https://www.edrmagazine.eu/nspa-announces-acquisition-strategy-to-define-a-future-airborne-early-warning-and-control-capability
https://www.edrmagazine.eu/nspa-announces-acquisition-strategy-to-define-a-future-airborne-early-warning-and-control-capability
http://nato.int
https://www.nato.int/cps/en/natohq/topics_49202.htm
https://www.nato.int/cps/en/natohq/topics_49202.htm
https://www.nato.int/cps/en/natohq/topics_49202.htm

Allied Air Command Lessons from
Ukraine: Implications from NATO
Air & Space Power Conference

By Wing Commander Joe Goodwin, UK Air Force, HQ AIRCOM

The presence or absence of air superiority will continue to determine the entire character of conflicts; achieving air
superiority requires much more than just fighters.
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<t : onflict in the media, objec-
tive examination of the Air and Space Domain has
been harder to come by. To inform the significant
work within the Alliance aimed at addressing evolving
European security dynamics, Allied Air Command
hosted a conference in June 2023 supported by na-
tional think tanks, academic institutions, and defence
academies — an audience of over 200 personnel with
representation from across nations and components.

This article aims to offer initial assessments, consider
implications for NATO Air and Space Power, and offer
lessons that can be applied across the Alliance, the
most notable of which is the failure of either RUS or
UKR to achieve air superiority, and the consequent
attritional land-focused conflict that followed. It will
consider the effectiveness of RUS's Air and Space oper-
ational design, the consequences of the VKS's (RUS
tactical air force) failure to embrace the requisite level
of training/integration in the 20 years preceding the
invasion, and offer an analysis of RUS resilience and a
basis of assumptions for the future. It will review key
tactical threats posed by RUS and the associated chal-
lenges for NATO to achieve the correct balance be-
tween ‘exquisite, high-performance weapon systems
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porary challenges,
of key technologies

inally, it will examine the key tenants which have en-
abled UKR to survive and operate against what were
almost universally considered to be unbeatable odds.

Air Superiority Remains Job #1

‘Neither side was able to achieve sustained Air Super-
iority and if you don’t have freedom of movement
in the air, you don’t have it in the land or maritime
domains either.”

Lack of air superiority has meant each side is reliant
on their Integrated Air Defence Systems (IADS) for de-
fence from air attack, with UKR more reliant than RUS
due to Moscow’s advantages in both the number and
quality of their fixed-wing aircraft and long-range
stand-off strike capabilities. RUS's failure to exploit
these advantages should not obscure the credit
which is due to UKR. The IADS with which UKR began
the war was far denser, more extensive, connected,
and coordinated than that protecting any comparably
sized area of NATO territory, and this IADS has arguably
only improved (despite massive expenditure of missiles)
with the addition of modern Western Surface Based Air
Defence Systems (SBADs), Anti Aircraft Artillery (AAA)
and other systems.




Failure to achieve air superiority has forced both
sides into fighting a prolonged land-focused attri-
tional conflict. This is particularly noteworthy for the
prolific use of artillery and the resulting mass de-
struction of civilian areas which would not be politi-
cally acceptable for the West. Had RUS been able to
achieve air superiority at the start of the campaign,
the situation UKR finds itself in today would have
been markedly different.

Key Considerations:

- Contesting and denying the Air Domain remains
priority #1 for the air component; it is crucial to en-
abling all defensive and offensive activities across
the ‘physical’domains.

- Counter-Anti-Access/Area Denial (A2/AD) and physi-
cal destruction (Destruction of Enemy Air Defences —
DEAD), not just Suppression of Enemy Air Defences
(SEAD), should be an essential focus for NATO multi-
domain operations.

- In contested space, we will not have the unfettered
air superiority we were accustomed to in Counter-
Insurgency (COIN) operations. Adjusting our approach,
with an ability to achieve localized and temporary air
superiority to enable intermittent friendly air ‘access’
may be more realistic.

- Additional investments in a multi-layered, cost-effec-
tive Integrated Air and Missile Defence (IAMD) capa-
bility, able to match the most appropriate weapon to
the target is crucial to securing an effective A2/AD
capability across NATO territory.

Future Adversaries May Not Repeat
RUS’s Mistakes

‘Although Allied intelligence overestimated RUS Air
and Space operational design, the RUS systems
which worried us before the conflict should still worry
us today; RUS will reconstitute and apply hard earned
lessons from this conflict’?

RUS's Air and Space operational design, influenced by
their intelligence failings which underestimated UKR
capability, failed to effect the plan to seize control of
Kyiv and UKR. The planned invasion included massive

stand-off weapon strikes against Command and
Control Air Defence (C2AD) targets, deep SF/VDV
(RUS airborne troops) helicopter insertions to seize
key terrain, and was expected to take three days. It
was both a failure in concept and execution. RUS'’s
reliance on pre-planned strikes failed to account for
the inherent mobility of UKR's air defences, with
battle damage assessment (BDA) and the targeting
cycle being far too slow. The mistakes and delays on
day one likely led to the failure of the operation — an
example here being the key failure to capture and
secure Hostomel Airport.

RUS squandered a crucial window of opportunity
when UKR was unprepared and foreign backing for
Kyiv largely non-existent. RUS airpower has continued
to struggle to meaningfully influence the war beyond
long-range strikes. The early but limited shift to pro-
vide close air support at some scale led to losses, with
the RUS equivalent of strike and SEAD missions being
largely ineffective. Early mistakes in the campaign
have resulted in enduring costs. The eventual intro-
duction of a more sophisticated air campaign was
hindered by the squandering of large numbers of
high-end systems against targets of dubious military
value early in the war, and the subsequent reliance
on less capable systems (such as the ageing and inac-
curate AS-4 KITCHEN) to compensate for dwindling
stockpiles of better weapons.

Key Considerations:

« Although NATO intelligence communities overesti-
mated RUS capabilities before the war, underesti-
mating them now could be dangerous too. NATO
must continue to improve its equipment, training,
and doctrine to deter and/or succeed in any poten-
tial future conflict with RUS.

-In an air campaign, windows of opportunity may
be fleeting — there are rarely near-term second
chances. The importance of speed (accuracy and
timeliness) in everything, from developing situa-
tional awareness to informing decision-making, is
clear. Evolving our air and space operational art/
design, underpinned by agile AirC2 structures and
the exploitation of emerging technology, is crucial
to achieving this.
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Quality ‘vs’ Quantity: is a Patriot Missile costing $ 1-2 million a cost-effective solution to counter a Shahed 136 (with
an assessed cost comparable to a basics family car)? The cost of protection should never lose sight of the value of your
adversary’s target.

The Quality ‘vs’
Quantity Balance

‘The only thing more expensive than a first-rate air
force is a second-rate air force.?

While RUS likely still maintains huge stockpiles of un-
guided munitions, the war has significantly depleted
its arsenal of high-end munitions. This has meant a
shift to using large numbers of cheap one-way attack
(OWA) UAVs, notably the Iranian-supplied Shahed-136,
to augment smaller numbers of highly effective air-
launched and naval cruise missiles. The implication is
that the cost of capable AD munitions could vastly
exceed that of the attacking projectile. For example,
the use of a PATRIOT missile costing $1-2 million to
engage a Shahed-136 (with an assessed cost compar-
able to a basic family car) is financially disproportion-
ate and unlikely to be sustainable, especially as OWA
UAV technologies mature and become more widely
proliferated. Of course, any cost calculation for AD
must also include the (often huge) value of the pro-
tected asset, but it is clear nevertheless that future
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AD models will need to include cheaper solutions
(such as AAA) in addition to expensive, high-end
SBAD systems. Being in the right place on ‘the cost
curve'is vital.

UKR has demonstrated good judgement in terms of
its munitions expenditure, focussing efforts on sys-
tems which give the highest return. NATO nations will
need to be imaginative in their ways of employment
to ensure effective mass is optimized. And munitions
stockpiles matter too.

Key Considerations:

- Increasing the sophistication and coverage of our
IAMD is essential; this should include a balanced
array of AD options (including radar-guided AAA and
cheap short range air defences (SHORAD) as well as
advanced SBADs). This would, in turn, provide the
best chance for employing an appropriate weapon
system for each threat type; AAA, for example, is a
better long-term choice for engaging a cheap OWA
UAV than expensive, stockpile-limited SBAD.
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Train how we plan to fight — testing and evolving integration with SHAPE, Theatre Components, and JFCs is crucial to

achieving results greater than the sum of their parts.

- We must be willing to objectively evaluate the cost/
benefit of ‘exquisite’ technology. Achieving the cor-
rect balance between ‘exquisite] high-performance
weapon systems versus the mass of cost-effective
‘good enough’munitions needs continued objective
analysis.

- Three decades of relative peace have encouraged ‘lean
processes’; however, national defence and security
strategies that enable each nation to expand across all
domains at pace are essential. We need to find the
right balance between long-term procurement that
affords the stability which encourages industrial in-
vestment and potential expansion, with short-term
aqility afforded by discretionary funding to enable op-
portunistic purchases. We must be willing to accept
risk to perfection in favor of speed in a time of crisis.

- Compatibility must be prioritized by nations, for
example, interoperability, standardization and some
old skills such as Aircraft Cross Servicing (ACS). To
achieve this, we must agree and set the standards
for interoperability in order to exploit the principles

of ‘plug and play’ Procurement consortiums offer an
opportunity to reduce costs whilst increasing inter-
operability and volume.

Train How We Plan to Fight

‘The VKS’s (RUS tactical air force) transformation of
2005-2022 focused upon getting good equipment,
but lacked the requisite enterprise-level develop-
ment and focus (e.g. on training/integration with
land and maritime domains) needed to deliver gen-
uine and robust high-end capabilities or military
effectiveness.”

Whilst RUS made skin-deep improvements to training
processes in recent decades, during larger exercises
there was no genuine enterprise-level focus and im-
provement across key lines of development in training
and integration, central to which should have been
joint warfare. Following the invasion, there was nothing
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There is no sovereign territory in space and ‘democratization’ of the ultimate high ground presents both opportunity

and jeopardly.

that resembled a coordinated air campaign until the
strike campaign against UKR Critical National Infra-
structure that started in October 2022. Even then, there
was little evidence of the sustained focus and cross-
domain planning that would indicate the existence of
an orchestrated strategic plan. RUS's inability to pack-
age forces or exploit effects across domains has resulted
in effects which are less than the sum of its parts.

Key Considerations:

- Test and evolve ‘integration by design’with Supreme
Headquarters Allied Powers Europe (SHAPE), Theatre
Components, and Joint Force Commands (JFC) to
inform the development of C2 in joint/multi-do-
main operations that exploit force packaging and
flow and effects aggregation combining integrated
(kinetic/non-kinetic) fires and effects.

- Development of practices that support the intent of
mission-type orders and allow the de-centralized exe-
cution of complex missions with reduced or minimal
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connectivity must become habitual in order to en-
able agility whilst countering the temptation for
micromanagement.

‘Democratization’ of Technology

‘In the last century our imagination outstripped our
technological capabilities in all domains. UKR has
demonstrated the importance of innovation in
bridging the gap to enable us to fully exploit the
available technology which now risks outpacing
our imagination’®

The democratization of key technologies across the
Air and Space Domains have made many traditionally
state-controlled technologies available to all. Satel-
lites can be put into space more cheaply and swiftly
than ever thanks largely to the rise of commercial pro-
viders in the space industry, and so the increasingly
contested Space Domain offers both challenge and
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Mobile Patriot Battery — The ‘UKR Air Force’s ability to survive to operate has been largely down to its effective mobile

IAMD and its passive defensive measures:

opportunity. UKR's agility and innovative exploitation
of commercially available and easily sourced technol-
ogy has allowed it to achieve outcomes we would not
have expected.

Key Considerations:

- Space is key to enabling our top priorities, including
Counter-A2/AD (C-A2/AD) and IAMD. Defensive op-
tions as well as more offensive capabilities will be a
priority in this increasingly contested domain.

- The opportunities from and threats to commercial
providers in all domains needs to be fully analysed,
understood, and then protected or taken advantage
of accordingly.

- Agility and innovation are crucial to maintaining a
competitive edge in an environment of unprece-
dented technological development and availability,
noting that innovation does not equal or rest on
‘exquisite’ tech. The high volume/low tech ‘good
enough’model may be more appropriate, and there
is a real premium on imagination.

‘Offence’ in the Information Space
‘Maintaining competitiveness in the information space

is crucial; the decisions to declassify key information
allowed NATO to offer alternative, credible narratives.

The decision to declassify NATO Intelligence and re-
lease it as open source provided an opportunity to
offer credible, alternative narratives, enabling Allies
to counter RUS's established disinformation machine.
However, speed and agility are crucial. UKR's inte-
grated information operations design has highlighted
the importance of playing ‘offence’as well as ‘defence’
in the information space in order to dominate the
narrative. Yet it is equally important to understand
the totality of the audience. To Western commenta-
tors, UKR's dominance of the information space ap-
pears overwhelming, but analysis of the information
environment and audiences in the Global South (for
example) may tell a different story.

Key Considerations:

» NATO must continue to take the initiative and look for
opportunities to advance and succeed with its narra-
tive. Generating ‘passive’ reassurance at the military
level, focussing on strength, unity, credibility, and de-
terrence, must be matched by ‘offence’at the political
level, calling out aggressive or malign behaviours.

- Consideration should be given to persistent influ-
ence operations well beyond NATO nations, focus-
sing on countries which are neutral or have eco-
nomic ties to RUS, by demonstrating the long-term
economic and political benefits of aligning with
the West.
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We Must Re-prioritize Resilience

‘The UKR Air Force’s ability to survive and operate
has been largely down to its effective, mobile IAMD
and its passive defensive measures.”

The resilience of the UKR Air Force has been under-
pinned by effective, mobile IAMD and passive air
defences. UKR has practiced de facto Agile Combat
Employment (ACE) for survival throughout the con-
flict and continued combat employment, to maintain
a contested Air domain.

Key Considerations:

- Air denial is an effective strategy for the defender and
we must establish our own credible A2/AD before any
conflict to provide protection while we build forces
to counter-attack and liberate any incursion into
NATO. Resilience of such defences remains crucial.

- ACE is a key facet of resilience. Short to medium-term
lines of development within the wider operational
design of ACE should include dispersal, deception,
hardening, and agility. All promote survivability and
pose targeting/understanding problems for our
adversaries.

- Resilience principles must be applied beyond tacti-
cal assets and apply equally to our AirC2 structures
and logistic sustainment, crucial to which is protec-
tion of our people and our CIS systems.

- A'whole of society’ approach to the resilience and
survivability of other critical capabilities including
nations'industrial capacity, government functionality,
banking and data systems, production, and logistics
must be re-examined. All intersect with the Military
Instrument of Power.

RUS Remains
a Threat to NATO

‘RUS in UKR today is not the same RUS as 18 months
ago and it will not be the same RUS that NATO would
face in a future conflict.®

The current conflict has reaffirmed historic RUS toler-
ance for the significant attrition associated with artillery-
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heavy warfare. Putin's government is willing to weather
levels of friendly losses and inflict indiscriminate
violence on their adversary which would not be po-
litically acceptable in the West. RUS resilience to eco-
nomic levers is also worthy of note, from cloning
brands to its mobilization of the population and ele-
ments of its economy. Militarily, RUS is driving efficien-
cies, focussing its efforts on fewer air platforms than
before in order to enhance production, availability
and training. RUS is now the junior partner to China
and any ceasefire would likely see an increase in overt
support from China to Russia. It is in China’s interest to
see the United States'bogged down’and distracted in
Europe. At the moment, RUS may consider that it has
lost its ability to credibly threaten NATO convention-
ally, but may regain the capability to do so again in
the next 3-5 years. Could RUS, in a future attempt,
seize an otherwise unremarkable piece of land on its
borders in a NATO country to test the Alliance’s com-
mitment to collective defence? Whilst at present RUS
lacks the capability to threaten NATO conventionally
as a whole, the ‘will' remains, and the information ef-
fects of a small incursion that questions NATO's forti-
tude could have huge geopolitical implications if not
effectively countered.

Key Consideration:

- Our air forces are not used to sustaining high losses;
nor are our publics. We must re-set the paradigm for
risk tolerance and rebalance the understanding of
risk and reward in a peer-peer or near-peer fight.

Conclusion

Failure to achieve air superiority has led to a stale-
mate on the ground in UKR. The prolific use of artil-
lery, and the resulting mass destruction of civilian
areas, (which would be unacceptable for the West)
has forced both sides into fighting a prolonged land-
focused attritional conflict. Had RUS been able to
achieve air superiority at the start of the campaign,
the conflict would likely have been over very quickly.
UKR has displayed an adept handling of a layered
IADS that has leveraged mobile systems employed
with great agility.
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The addition of Western air defence systems to the
UKR IADS has further enabled donor equipment to
flow freely into the country without being targeted
from the air. The evolution of RUS A2/AD capabilities
creates a dilemma for the Alliance, and an effective
counter to these capabilities is key to enabling NATO's
defensive contingency plans. In addition to invest-
ment and training in effective C-A2/AD capabilities,
Alliance nations must accelerate additional invest-
ment in IAMD and address this as a priority, along with
sophisticated MDC2.

The RUS invasion of UKR has precipitated numerous
unintended second-order effects, from the demon-
stration of NATO's resolve, unity, and expansion, to
a shift in doctrinal focus away from COIN and back
to peer/near-peer warfare. Whilst lessons from the
Cold War offer a start point to reinstating the prin-
ciples and practices of countering a conventional
RUS threat, the UKR Crisis provides an unparalleled
opportunity to examine the impact of changes to
the technological and geopolitical landscape. The

pervasiveness of the information space as well as ac-
cessibility and democratization of new technologies
are central to this. NATO's ability to evolve from joint
to multi-domain ‘integration by design operations’
will be critical and will necessitate enterprise-level
integrated training combined with the exploitation
of emerging technology.

Finally, the conflict continues to evolve at pace. These
assessments are already being updated and tested as
the cycle of learning and adaptation in wartime con-
tinues for both Ukraine and Russia. @

. General James B Hecker, COM AIRCOM, speaking at the Allied Air Command Lessons from
Ukraine: Implications for NATO Air & Space Power Conference on 8 June 2023.

. Sqn Ldr (Rtd) Rob Smith, Senior Analyst, AIRCOM A2, speaking at the Allied Air Command
Lessons from Ukraine: Implications for NATO Air & Space Power Conference on 8 June 2023.

. Professor Justin Bronk, Senior Research Fellow, RUSI, speaking at the Allied Air Command

Lessons from Ukraine: Implications for NATO Air & Space Power Conference on 8 June 2023.

Ibid. 2.

. Air Marshall J Stringer, DCOM AIRCOM, speaking at the Allied Air Command Lessons from
Ukraine: Implications for NATO Air & Space Power Conference on 8 June 2023.

6. Ibid. 1.

7. Ibid. 2.

8. Ibid. 3.

r~

w

[N

ABOUT THE AUTHOR

Wing Commander Joe Goodwin

UK Air Force, HQ AIRCOM

Wing Commander Goodwin has served in the Royal Air
Force (RAF) since 1997. He has spent most of his career as
a Training Officer, working with the RAF Regiment, Joint
Helicopter Force and Tactical Air Transport. He qualified
as a SERE Instructor in 2008 and was involved in the cre-
ation of the UK's Defence SERE Training Organisation. As a
trained Information Operations Officer, he and has under-

taken operational assignments as a Media Analyst in
Bosnia Herzegovina (2000), as the Strategy Division Non-
Kinetics Chief in the CAOC, Al Udeid Air Base (2017), and
covered as acting STRATCOM advisor, HQ AIRCOM in the
months following the invasion of Ukraine. He is currently
serving as Branch Head Lessons Learned, HQ AIRCOM,
Ramstein Air Base.

JAPCC | Journal Edition 37 | 2024 | Viewpoints



%11 AIR UNIVERSITY PRESS

Publish with us!

We welcome submissions, in English,

on all strategic and operational airpower
and spacepower topics. Please refer to
our submission guidelines at the journals’
websites, where you can also find links to
subscribe to these quarterly publications.

T OF THE AR FORCE % % +

ATHER mgE | ASOR

A JOURNAL OF STRATEGIC AIRPOWER & SPACEPOWER [ ) . . .
Wit 303 sy | Alr & Space Operations Review
https://www.airuniversity.af.edu/ASOR/

SPECIAL EDITION

1| Ather

:':-'.‘-.'-‘-‘:.J'!'ﬁ-'i A Journal of Strategic
Eﬁ" Airpower & Spacepower

https://www.airuniversity.af.edu/AetherJournal/

Air University Press
600 Chennault Circle, Bldg 1405, Maxwell AFB, AL 36112-6026 * Comm: (334) 953-2773

, f AirUnivPress (©) Air_University Press jp company/Air-University-Press/

N\


https://www.airuniversity.af.edu/AetherJournal/
https://www.airuniversity.af.edu/ASOR/

60

Navigating the Final Frontler‘ T
NATOQO’s Strategy for Heavy Space Llft

A Diversified and Resilient Space Industry
is a Strategic Imperative for NATO

By Major Arda Ayan, TU Air Force, JAPCC
By Major Brian Ladd, US Space Force, JAPCC

&9 ‘One day, mankind will walk in the skies
without a plane, go to the planets, and
perhaps send us news from the moon.’

Mustafa Kemal Atattirk
(Eskisehir Aircraft Regiment in 1936)

Introduction o~
oy
Space launches drive the space race througﬁ the‘f‘r"g
technological brilliance, scientific developme L
competitive advantage, and national prest&e Sp
Launches are the key enabler — and limiting factor -
to the current commercial space enterprise. While of
course a statement of technological prowess and na-
tional prestige, a robust domestic space Iauarcb y
capability should be understood first and foremo
as a strategic imperative. B 5" :
e

-
#

Rocket engines are essential to every space Ia' -
making their availability a crucial element in st 3
ing any nation’s ambitions in space. Unfort'u
most NATO countries are strategically vulne
when it comes to the availability of rocket_'x
It is therefore crucial to diversify supply chains
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domestic capabilities, and promote international
cooperation to guarantee the resilience and auton-
omy of space programmes essential for both mili-
tary and civilian applications.

This article will provide a brief history of the Russian
RD-180 engine and the consequences of reliance on
this engine, a description of NATO nations’ current
launch capabilities, an analysis of commercial, civilian,
and governmental launch needs, and finally, recom-
mendations for NATO nations such as opportunities
to develop domestic and collective rocket engines.

Problem: Dependence on the RD-180

Russia first developed the RD-180 rocket engine in
the 1990s for use in the first stage of the American
Atlas V launch vehicle, which is currently operated by
United Launch Alliance (ULA), a joint venture
between Lockheed Martin and Boeing. Since then,
NATO nations, including the United States, have
depended on the RD-180 to launch military and
intelligence satellites into space. The RD-180 was the
first Russian-built engine launched from outside of
Russia. With a notable thrust-to-weight ratio, the
RD-180 can propel large payloads into space with
considerable power. It has a dual nozzle and dual
combustion chamber design that can be throttled
for variable thrust levels during flight. The engine
produces up to 860,000 Ibs of thrust at sea level.! The
US has received 122 RD-180 engines from Russia, 104
of which have been employed by the US military for
several national defence missions. The RD-180 has
been essential to the success of the Atlas V, one of
the most dependable and economical launch
vehicles currently on the market.

Regardless of the political tensions between the two
nations, the Russian and American space industries
worked together to develop the RD-180 engine. The
decision to use Russian engines was not only
technical, but it also had to do with US government
policy following the fall of the Soviet Union to
cooperate on broader non-proliferation initiatives by
peacefully engaging with the Russian aerospace
industrial base. Despite the Atlas V's perfect launch
rate, Russia’s invasion of Crimea in 2014 served as a

© SpaceX
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While presenting a short-term strategic challenge to
the Alliance, losing the RD-180 creates an opportunity
for a more resilient indigenous space industry inde-
pendent from adversary nations' influence.

wake-up call for the US to find an alternative.
Following ongoing tensions between Russia and
Western nations, the US Congress expressed concern
and directed the establishment of a domestic launch
capability, whereas other space-faring NATO nations
merely expressed concern about the reliance on
Russian rocket engines but did not propose or direct
divestment from Russian engine technology.?

In response to the US congressional mandate, Blue
Origin began to design a new engine to replace the
RD-180, the Blue Engine-4 (BE-4). BE-4 engines will
power the first stage of ULA'S new rocket, Vulcan,
which was designed to replace the Atlas V. The BE-4 is
projected to be a qualified reusable medium-to-heavy
lift booster for all orbital planes; however, the BE-4 is
currently undergoing full-scale engine development
testing and recently experienced a catastrophic test

failure raising concerns for its future-ready date.® ULA
is aiming to launch 25 missions in 2025, of which half
will be government missions and half for commercial
customers.* SpaceX is also competing in the medium-
to-heavy lift market, having designed and recently
demonstrated their reusable Merlin engine. Reusabil-
ity is fast becoming the desired future for the launch
vehicle industry as it can significantly reduce costs in
the long run. These programmes aimed to ensure the
US would have greater control over its access to space
and less reliance on vital components sourced from
geopolitical adversaries.

Following its full-scale invasion of Ukraine in February
2022, Russia formally announced that it would no
longer sell or support the RD-180 to any country that
aids Ukraine. This decision validated the US concerns
from 2014 and emphasized the need for the US space
industry to establish lasting independent launch
programmes. In contrast to the US approach, the
absence of a comparable decision by other NATO
spacefaring countries has proven to be a strategic
vulnerability. Even with efforts to lessen reliance on
them, Russian rocket engines have been crucial for NATO
members for 30 years. The Alliance’s reliance on these
engines not only harms domestic supply chains for rock-
et engines, which has led to delays in space launches for
NATO nations, it is also a strategic vulnerability to the
Alliance’s long term security interests in space.

Russia’s decision on RD-180 was not the only example
of how, since the start of the invasion of Ukraine, the
decades-long space cooperation between Russia and
the West has deteriorated significantly. Scheduled for
liftoff on 5 March 2022, the Soyuz rocket loaded with
36 OneWeb satellites became the first space launch
cancelled because of the Russian war against Ukraine.®
Eutelsat OneWeb is a subsidiary of Eutelsat Group,
formed through the combination of Eutelsat (France)
and OneWeb (UK), to build a constellation of 648
broadband satellites. Russia’s decision to stymie one
of its space agency’s most important commercial cli-
ents was the clearest example yet of how the conflict
in Ukraine was spilling over into space. The move fur-
ther isolated Russia’s space agency from its Western
space partners and severely restricted Russia’s private
space activities.
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Until an alternative is found, Alliance members will have
to limit the scope or frequency of their space missions
and look to the US industry to fill the newly exposed
gap. However, the US alone is insufficient to meet the
launch needs of the entire Alliance, considering the
average current and future launch rates. The impact of
Russian engine elimination on NATO countries'access to
space will be determined by how they respond to these
challenges. NATO nations face a decision point: either
maintain the status quo and endure a vulnerability or
follow the US blueprint and create resilience for future
space programmes. If the latter is chosen, there may be
short-term impacts due to the long development cycle
of creating a new launch programme, but it is an oppor-
tunity for NATO nations to invest in their own space
technology and reduce their reliance on foreign engines
in the long term.

Current Launch Capabilities
within the NATO Nations

NATO does not own space assets directly. Nonethe-
less, it plays a significant role in coordinating and en-
suring the security of space activities for its member
states. Several NATO members maintain their own
space programmes and are actively involved in
launching satellites for a range of purposes, including
military, governmental, and civilian applications.
These space programmes are critical for national
security, communication, scientific research, and
more. Few NATO members have independent space
launch programmes, but the Alliance’s framework for
collective security, information exchange, and coop-
eration binds them all together.

With considerable space-based capabilities, the US is
the most active NATO member in terms of launch
capability, as depicted in Table 1.1. Aside from US
providers, the Ariane rocket family, operated by the
European Space Agency (ESA), is used to launch both
commercial and governmental satellites. The final
Ariane 5 launch occurred on 6 July 2023 after 27 years
of service. Ariane 6 initially planned to begin flying in
2021 to replace the Ariane 5. Nonetheless, the
programme has experienced difficulties, and its first
launch is now expected in June 2024.
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Vega - the smallest member of Arianespace's rocket fleet
- carrying a high-resolution imaging satellite into orbit
for operation by the Turkish Ministry of Defence.

An analysis of Table 1.1 reveals alarming trends that
deserve attention.

1. The US currently provides the only option within
NATO to place a space asset into Geostationary
Orbit (GEO).

2. The only proven launch-capable asset available
from the rest of NATO is the Vega. The Vega is
operational, but its limited boost capacity restricts
the types of missions the engine can support.

3. The stockpile of RD-180 engines is dwindling (only
18 remain for Atlas 5 missions), limiting the number
of launches that can reach GEO.

Two noteworthy advancements are the expansion of
satellite communication systems and the employment
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Rocket type | Engine Developer
type
Delta 4
A RS-69 Boein
Medium* 9
Minotaur IV LGM-118 Northrop
Grumman
Atlas 5%** RD-180 Energomash
FElEEm S Merlin SpaceX
Heavy
SOl 3x RS-68A Boeing
Heavy
Vulcain 2 Snecma
Vulcain 2.1 Snecma

Table 1.1 Current Launch Capabilities of NATO nations.
* Retired.
** Not fully operational yet.

Country Max Total
Payload Launches
USA LEO 22,800 Kg 280
USA LEO 28,790 Kg 29
USA LEO 580 Kg 12
USA LEO 1,735 Kg 7
USA LEO 1,350 Kg 1
ESA LEO 1,500 Kg 23
USA LEO/GEO  18,850/8,900 Kg 104
USA GEO 63,800 Kg 8
USA GEO 14,220 Kg 15
FSA LEO/GEO  20,000/10,865 Kg 117
ESA LEO/GEO  21,650/11,500 Kg 0

© JAPCC

*** Uses previously purchased engines prior to the Russian response to sanctions.

**** In development status (not operational).

of remote-sensing satellites for both military and
non-military purposes. According to the Index of
Objects Launched into Outer Space maintained by
the United Nations Office for Quter Space Affairs
(UNOOSA), there are 12,121 individual satellites orbit-
ing the Earth as of 15 November 2023.° Because of
technological developments and rising demand for
space-based services, nations have increased space
launches in recent years as seen in Figure 1. Figure 1
shows a marketed launch rate increase due to the
commercial expansion in the space domain.

Civilian vs. Government Breakdown

The introduction of the Starlink and OneWeb mega
constellations has significantly impacted the mar-
ket for government payload launches. Armed forces
or international space agencies normally carry out
government space programmes, but the growth of
private space enterprises has increased competi-
tion, resulting in lowered prices. While government
organizations continue to fund long-term space ex-
ploration efforts and national security-related
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missions, commercial compa-
nies are pushing to be global
providers of space data, prod-

Orbital Launches by Country

ucts, and services for the world’s
citizens. With the rapid expan-
sion of commercial enterprises
like SpaceX and OneWeb, the
competition for engines that
were once exclusively accessi-
ble to governments has intensi-

fied. This surge in demand for I I I | I I B
engines in the LEO sector has 2016 2017 2018 2019 2020 2021 2022
created a h]ghly competitive USA Russia China mmmm Europe Others Avarage

environment.
Expanding the world's space industry is one of the Figure 1: Orbital launches by country since 2015.°
most notable reasons for the exponentially rising
demand for space launches. Launch costs are fore-
casted to decrease, which will trigger more compa-
nies to access space, further exacerbating the availa-
bility of launch engines. Satellite manufacturers, space
launch service providers, and technology innovators
stand to gain as they scale up to meet the growing
demand. Commercial launch service providers such
as SpaceX, Rocket Lab, Blue Origin, and ULA are devel-
oping rocket engines to improve performance, de-
pendability, and reusability. Companies like SpaceX
and Rocket Lab have been able to cut costs. SpaceX
has perfected its design by using reusable engines
such as the Merlin and the new Raptor. Likewise,
Rocket Lab is developing the heavy lift Neutron en-
gine, designed for mega constellation deployment,
deep space missions, and human spaceflight with a
fully reusable first stage and fairing.”

The average rate of objects launched into space
annually between 1957 and 2013 was around 118,
which helps provide context for the average rate of
936 for the last ten years.® The latest advancements in
small satellite technology bring an unprecedented
new volume of spacecraft into orbit; the largest ex-
pansion are systems operating in Low Earth Orbit
(LEO). In 2021, there were approximately 4,400 satel-
lites in various orbital bins — including LEO, Medium
Earth Orbit (MEO), and GEO. As depicted in Figure 2,
the projected increase of satellites in orbit sheds light Reliable launch vehicles such as Rocket Lab's Electron
on the urgent need for expanded launch capabilities. rocket facilitate regular and adaptable entry into space.
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SpaceX launched its first round
of 60 Starlink satellites into LEO
in May 2019 on one of SpaceX's
Falcon 9 rockets. Today, the
company has over 5,000 satel-
lites in orbit, with aspirations to
have a constellation of 42,000
within the next ten years. The
impact of SpaceX (Starlink) is
clear as seen in Figure 2, but

60,000

45,000

we must consider it an outlier
as SpaceX controls all the
phases of production unlike
any other company. NATO na-
tions must instead focus on
the projected 200% growth
only seven years.. As SpaceX prioritizes their own
engines to deploy Starlink, the launch industry must
find a way to pay the 200 % growth bill now to meet
the need by 2030.

Recommendations: Domestic Launch
Investments and Collective Opportunities

Considering the arguments presented above, the
suggested recommendations to meet the NATO's
Strategy for Heavy Space Lift are listed below.

- Rocket engine R&D should be a collective effort to
encourage cost reductions and to expand launch
technology.

« NATO nations should prioritize their launch invest-
ments in rocket engine production.

- Establish a set of guideline standards for engine
design to improve opportunities for interoperability.
This establishes a uniformity that can lead to efficien-
cies in other elements of the launch process, such as
launch pads and fuelling systems.

- Nations must focus on payloads designed for LEO
until launch programmes that deploy to GEO are
widely available.

- All future space launch programmes should consider
reusability as the most reasonable path for cost-effec-
tiveness and debris mitigation.

« NATO nations must not fall back on utilizing Russian
engines once the war of aggression has concluded

30,000
15,000 I I I

2021 2022

2024 2025 2026 2027 2028 2029 2030

M LEO and Other (excl.Starlink) ®LEO (Starlink] mGEO

Figure 2: Falling launch costs have contributed to a
surge in customers, increasing competition for launch
slots.™®

and must avoid future dependencies with nations
that hold interests counter to NATO's.

Conclusion

Russia’s invasion of Ukraine and subsequent removal
of RD-180 engines from the international market has
proven to be an epiphany for many NATO nations
with aspirations to access space. In the short term,
the US decision to diversify launch capabilities has
enabled the NATO Alliance to weather the storm;
however, due to the expected increase in launch
need, the US will no longer be able to be the sole
provider of the Alliance’s access to space. Rocket
engines are essential to access space, and the
availability of rocket engines is a crucial element in
sustaining any nation’s level of ambition in the space
domain. Adopting these recommendations will
enable the Alliance to be resilient to future disrup-
tions to the launch sector while transforming the
Alliance as a global leader in the space domain.
Failure to adapt to the tidal wave of launch needs
will put the Alliance’s leadership position in the
space domain at risk, and NATO nations may cede
the initiative in space to adversaries. @
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How Large Language Models are
Transforming Modern Warfare

Is ChatGPT Applicable in the Military Domain?

By Lieutenant Colonel Antonios Chochtoulas, GR Air Force, JAPCC

Introduction

In October 2022, OpenAl released its novel Artificial
Intelligence (Al)-driven chatbot, the famous ChatGPT
(Chat Generative Pre-trained Transformer)."2 From
that moment, the world entered a new era, where Al
is at the core of the digital transformation. In the blink
of an eye, the entire planet gained the privilege of
using a sophisticated Al tool that can succeed in law
exams, write computer code, school papers, fiction,

and cooking recipes, and understand what a picture
contains and draw logical conclusions, often in a
human-like manner. Yet, few deeply understand what
a GPTis and how it works.3

Although Al and Machine Learning (ML) are already
successfully used for pattern recognition, filtering,
and other purposes, their narrow scope focuses on a
specific task. In contrast, ChatGPT and similar text-
generation systems have a broader scope that is
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Input Layer
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LLMs leverage Deep Learning, a subset of Machine Learning. Deep Learning involves a neural network with three or more

layers, designed to mimic the complex functions of the human brain and enable it to analyze and learn from vast datasets.

inherently closer to the human domain. Their remark-
able capabilities in understanding, generating, and
processing human language leads to diverse private
sector applications, including content creation, lan-
guage translation, medical diagnosis, customer ser-
vice, and scientific research.

Many individuals categorize this technology as dis-
ruptive, analyzing its impact on the global landscape.
Indeed, Al solutions like ChatGPT provide individuals
and businesses with robust language-processing
tools, granting easier access to vast amounts of infor-
mation and allowing them to process routine tasks
more efficiently, thus altering how we interact with
computers and transforming how we work.

This article aims to provide an overview of the tech-
nologies powering ChatGPT within the broader Al
landscape. It will also present the numerous challenges
associated with their deployment, propose potential
military applications, and finally put forth general
guidelines for possible safe and successful uses in the
military that are worthy of consideration.

Generative Al and Large Language Models

ChatGPT and similar text-generation systems are pow-
ered by Large Language Models (LLMs), a form of Gen-
erative Al. The latter encompasses a wider category of
Al systems, designed to autonomously generate new
content, or outputs by leveraging learned patterns
and data. Content-wise, this technology spans a spec-
trum of content types, including text, speech, video,
and images, without the need for explicit instructions
for each output. Unlike traditional Al systems bound
by pre-programmed rules or specific inputs, Genera-
tive Al possesses the capacity to independently create
new, derivative outputs that are contextually relevant.

Specifically, LLMs are statistical models, leveraging
Deep Learning (DL) principles and sophisticated in-
ternal mechanisms to create word sequences in any
given language, thereby generating coherent and
contextually relevant text.*® Their primary function
involves analysing patterns and relationships within
text corpora to gain the knowledge and ability to
assess the statistical likelihood of specific words or
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.

Military air operations could greatly benefit by using LLM technology to enhance several activities, including those

supporting planning and decision-making processes.

word sequences based on the preceding context,
generating content that exhibits a natural or hu-
man-like quality.®

LLMs" operation comprises two primary phases:
training and generation. Training entails two stages.
First, the model learns statistical patterns from ex-
tensive text datasets and adjusts its multi-billions of
internal parameters to develop a general word pre-
diction capability. Secondly, a fine-tuning process,
utilizing human feedback to model outputs, opti-
mizes word prediction accuracy within given con-
texts, thus shaping the models’ final form. Once
trained, the system applies its acquired knowledge
to generate new output in response to prompts,
continually refining its output based on previously
generated content and provided context until the
desired result or completion conditions are reached.

In 2020, OpenAl unveiled GPT-3, the first model
that showcased remarkable performance across
diverse Natural Language Processing (NLP) tasks.
At that time, GPT-3 excelled in text completion,

translation, summarization, and question-answer-
ing, garnering considerable public attention. Its
impressive self-learning capabilities allowed the
model to execute tasks with minimal examples or
training® Its successor, GPT-3.5, ChatGPT's revolu-
tionary model, is more powerful and offers even
more extensive NLP capabilities. Introduced earli-
er this year, GPT-4, OpenAl’s latest model, contin-
ues to push the boundaries of NLP, offering great-
er accuracy thanks to its broader general
knowledge and advanced reasoning capabilities.
In addition, this model offers both text and image
input and output. >0

Potential Applications of LLMs
in the Military Domain

While the military and defence sectors have investi-
gated various Al applications, including cybersecu-
rity, maritime security, critical infrastructure protec-
tion, and others, there are no publicly known
examples of LLM technology use. However, LLMs

’
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LLMs could potentially aid Intelligence, Surveillance, Target Acquisition, and Reconnaissance (ISTAR) processes by assisting
the human operator in collecting, analyzing, and assessing data in real time.

exceptional capabilities in combining and analysing
raw data from diverse sources, along with their NLP
capabilities, make the military domain an area with
immense potential.

Military air operations could greatly benefit by uti-
lizing this technology to enhance several process-
es, including planning and decision-making. For
example, one possible application of Al could in-
volve assisting military commanders in making
the right decision at the speed of relevance by
supporting the staff's development, assessment,
and recommendation of the available Courses of
Action (COAs). LLMs could also aid Intelligence,
Surveillance, Target Acquisition, and Reconnais-
sance (ISTAR) processes, by assisting the human
operator in collecting, analysing, and assessing

data in real-time, thus shortening the OODA loop
and providing a decisive advantage on the battle-
field."" Another area of potential application could
be military exercises, where Generative Al tools
could assist in creating more realistic scenarios
and even augment understaffed Red Forces, for
better and more efficient training.

Challenges Associated with
LLM Technology

However, it is crucial to acknowledge that the
full integration of LLMs may encounter challeng-
es, such as ensuring quality training data, refin-
ing model capabilities, managing resource costs,
and addressing ethical, legal, and bias concerns.
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Addressing these challenges is decisive to en-
sure that adopting LLMs genuinely enhances the
existing processes without compromising the
integrity and safety of military operations, not to
mention broader societal values and interests.

Ethical Challenges
Bias in Data

It's important to note that LLMs are trained using mas-
sive datasets, which include inherent and typically
insidious biases, such as geographical, gender, social,
ethical, moral, and religious ones.'?'? If these biases are
not addressed, LLM outputs may perpetuate or amplify
existing biases, leading to false, unfair, or discriminatory
outcomes. In military operations, biasin LLM-generated
information or decision-support systems could have
serious consequences, including the potential for dis-
criminatory targeting, inappropriate mission prioritiza-
tion, or inadequate resource allocation.

Addressing bias requires that careful attention
should be paid to the training data used, and to
develop and implement bias-mitigation strategies.
Researchers are working on bias mitigation tech-
niques such as dataset curation, model fine-tuning,
and continuous evaluation of the outputs, to ensure
the quality of the output.™

The Issue of Accountability

Furthermore, the use of LLMs or any other kind of Al
technology raises concerns about accountability for
decisions and actions, that have been influenced by
or based on Al-generated information.''61” Ensuring
accountability involves transparency, traceability, and
the ability to attribute decisions to specific individuals
or systems. However, researchers have argued that
‘the inner workings of Al and ML systems are difficult
to understand by human beings and are considered
black-box methods where only inputs and outputs
are visible to users!'®

This statement questions the trustworthiness of such
systems, as the opacity of LLMs' internal workings

makes it challenging to pinpoint responsibility in
cases where errors, biases, or controversial outputs
arise. On the other hand, we should also consider the
level of effectiveness and transparency in human
decision-making processes, as the imperfect nature of
the human brain often leads to decisions that are
wrong or ineffective, difficult to explain, or influenced
by bias. The limited processing capacity of the human
brain could amplify this phenomenon.

‘Military commanders might need to respond fast to
complex and high tempo situations in future warfare,
especially when facing near-peer competitors. In that
case, using LLMs to form semi-autonomous Human-
on-the-Loop (HOTL) or even autonomous Human-
out-of-the-Loop (HOOTL) systems, to maintain superi-
ority on the battlefield, might be inevitable’

Another aspect worth our consideration is that adver-
saries who prioritize operational advantages over moral
and ethical considerations might adopt LLM systems
despite their flaws and drawbacks. Other militaries,
even inside the Alliance, could follow their example, by
adopting and utilizing similarly imperfect Al solutions
out of the fear of losing their advantage on the battle-
field. In this possible future operational environment,
the risk of compromising mission success, violating hu-
man values, and putting lives in danger may exceed our
capacity to manage effectively.

Financial Challenges
Financial Cost

The economic burden of LLMs could be a significant
challenge for some militaries, as the costs associated
with training and running those systems, added to
the essential investments required for capacity-build-
ing, can be very high." Training large-scale LLMs
requires a substantial financial investment, purchasing
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high-performance hardware, such as servers, storage,
and networking equipment, and considerable energy
consumption.?® Additionally, acquiring and curating
diverse datasets for optimal performance demands
specialized skills and significant resources. Deploying
LLMs in real-time applications further entails ongoing
operational expenses, including maintenance and
operating costs.”!

‘LLMs’ ability to process, integrate, and analyse data
from diverse sources, and to generate human-like re-
sponses to human inputs at the speed of relevance
could support strategic agility, improved situational
awareness, improved decision-making process, and
efficient resource allocation.

Further underlining the challenges that this technol-
ogy poses, we should consider that nations con-
strained by defence budgets and limited resources
may find it infeasible to adopt and integrate this
technology, potentially leading to a technological
and capability gap inside the Alliance. A solution
worth investigating could be establishing mecha-
nisms to fund and develop shared Al systems for use
between North Atlantic Treaty Organization (NATO)
Allies, similar to NATO’s Airborne Warning & Control
System (AWACS) programme.

Skilled Workforce Cost

Developing a skilled workforce is another critical
aspect of capacity-building, especially considering
the shortage of Al experts worldwide. Militaries should
investin training and education programmes to equip
their personnel with expertise in data science, ML,
NLP, and other related disciplines. Additional invest-
ment in research and development is essential to
fine-tune LLMs for military applications. Research ef-
forts should aim to improve model performance, ad-
dress limitations and biases, and tailor LLMs to meet
military-specific use situations.

Technical Challenges
Coherent Strategy

The successful integration of Al solutions within organi-
zations generally hinges upon formulating a coherent
strategy and robust business case.?? For LLMs, that
means militaries shouldn't make a rushed decision to
adopt this technology without analysing and evaluating
their processes in depth, and also considering the
broader operational landscape. Otherwise, the absence
of either of these two foundational elements - a coher-
ent strategy and robust business case — will probably
endanger the project’s success.

Legacy Systems and Data Quality

Integrating LLM systems with existing legacy systems
poses another significant challenge, as it is most likely
that extensive system modifications will be required,
consequently raising the risk of not meeting the de-
sired outcome. Another critical concern pertains to
the quality of data employed for training Al systems,
as low-quality data can heavily impact the function of
algorithms, undermining the potential for accurate
outcomes and yielding consequential ramifications.

Hallucinations

There is also the issue of hallucinations when exam-
ining LLMs. This term refers to a phenomenon
wherein LLMs generate plausible-sounding outputs
completely fabricated, or detached from the input
or context.?>?* Hallucinations happen due to various
reasons. Some include vast amounts of uncured
training data, lack of contextual understanding, rare
and unusual inputs, and language modelling tech-
niques that LLMs are trained on. As a result, LLMs
can occasionally produce outputs that go beyond
their intended purpose or exhibit overconfidence in
their responses.

Unfortunately, hallucinations and overconfident re-
sponses may not be obvious, and could pose risks in
military operations, leading to misinformation, flawed
decision-making, and potential mission failures. Re-
searchers are investigating several mitigation strategies
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Given the high stakes of military operations and the legal and moral necessity for oversight, collaborative, ‘teaming’

arrangements are typically most appropriate; they are also more effective.

to address this issue, including human oversight and
specifically designed algorithms to check the outputs
continuously. In any case, we should develop and
establish effective mechanisms to detect and mitigate
hallucinations to ensure the reliability and validity of
LLM-generated information.

NATO'’s Strategy on Cyber, Al and EDTs

The Alliance shows great interest in Emerging and
Disruptive Technologies (EDTs) like Al, quantum tech-
nology, and autonomous systems. NATO has identi-
fied Al as one of the nine priority technology areas to
focus its innovation activities. NATO's 2022 Strategic
Concept states that ‘Innovative technologies are

providing new opportunities for NATO militaries,
helping them become more effective, resilient, cost-
efficient, and sustainable! 2>2¢ The same document
affirms that EDTs bring both opportunities and risks,
and that they are altering the character of conflict, ac-
quiring greater strategic importance, and becoming
key arenas of global competition.

Additionally, in an effort to promote the ethical use of Al
systems, the United States Department of Defense
(DoD) released principles for the ethical and lawful
adoption of Al systems in the military in 2020, stating,
among others, that ‘The United States, together with our
allies and partners, must accelerate the adoption of Al
and lead in its national security applications to main-
tain our strategic position, prevail on future battlefields,
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and safequard the rules-based international order”
NATO has also released similar principles, including law-
fulness, accountability, explainability (sic), traceability,
reliability, and bias mitigation, to address the challenges
posed by Al in the military.8

Conclusion

The potential use of LLMs to assist humans and enhance
military processes holds great promise and could offer
significant advantages for achieving operational and
even strategic objectives. LLMs' ability to process,
integrate, and analyse data from diverse sources, and to
generate human-like responses to human inputs at the
speed of relevance could support strategic agility,
improved situational awareness, improved decision-
making process, and efficient resource allocation.
Additionally, this technology could assist in identifying
blind spots, providing valuable insights, and aiding in
complex cognitive tasks.

However, bias in the training data, accountability for
model outputs, and potential hallucinations all
highlight the importance of maintaining human
oversight and responsibility in decision-making pro-
cesses. Acknowledging these challenges and imple-
menting proper mitigation mechanisms is essential
for properly incorporating LLMs into military deci-
sion processes. In addition, the significant invest-
ment required to train and run these systems must
be balanced with the potential benefits they bring
to military operations. We should also keep in mind
that some militaries will struggle to cope with the

. Artificial intelligence (Al) is a set of technologies that enable computers to mimic human be-
havior and perform a variety of advanced functions, including the ability to see, understand
and translate spoken and written language, analyze data, make recommendations, and more.
Source: cloud.google.com/leamn/what-is-artificial-intelligence (accessed 8 July 2023).

2. A chatbot is a computer program that simulates human conversation with an end user.
Though not all chatbots are equipped with Artificial Intelligence (Al), modem chatbots
increasingly use conversational Al techniques like Natural Language Processing (NLP) to
understand the user’s questions and automate responses to them. Source: www.ibm.com/
topics/chatbots (accessed 8 July 2023).

. Generative Pre-trained Transformers, commonly known as GPT, are a family of neural net-
work models that uses the transformer architecture and is a key advancement in artificial
intelligence (Al) powering generative Al applications such as ChatGPT. Source: https://aws.
amazon.com/what-is/gpt/ (accessed 24 September 2023).

4. Zhao, Wayne Xin, et al. ‘A survey of large language models, 2023, Source: ArXiv.org/

abs/2303.18223 (accessed 24 September 2023).
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associated financial costs. In contrast, others will
harness the benefits of this technology, potentially
creating a technological gap inside the Alliance.

Due to the challenges and drawbacks currently
associated with this technology, it is crucial to
consider LLMs as supportive tools, rather than auton-
omous decision-makers. The human factor should
remain central, with LLMs providing data-driven
insights and recommendations to complement
human expertise, forming Human-in-the-Loop (HITL)
systems.?® Adopting such a supportive approach can
capitalize on the strengths of LLMs, while maintain-
ing human agency, accountability, and responsibility
in military operations.

Nevertheless, military commanders might need to
respond fast to complex and high-tempo situations in
future warfare, especially when facing near-peer com-
petitors. In that case, using LLMs to form semi-autono-
mous Human-on-the-Loop (HOTL) or even autonomous
Human-out-of-the-Loop (HOOTL) systems might be
inevitable to maintain superiority on the battlefield. %3

While scientists and researchers are working to achieve
Artificial General Intelligence (AGI), and LLMs are continu-
ously becoming easier to implement and more efficient,
their disruptive and transformative effect on society will
become enormous3? * This technology's potential risk
for individuals and societies is also considerable, under-
scoring the necessity for governments and organizations
to prioritize Al regulation. Emphasizing this focus is essen-
tial to safeguard the technology, mitigate potential risks,
and maximize the expected benefits. @

5. Deep learning is a subset of machine learning, which is essentially a neural network
with three or more layers. These neural networks attempt to simulate the behav-

jour of the human brain — albeit far from matching its ability — allowing it to ‘learn’

from large amounts of data. Source: https://www.ibm.com/topics/deep-learning
(accessed 30 November 2023).

6. Text corpora are large and structured collections of texts or textual data, usually consisting
of bodies of written or spoken text, often stored in electronic form. Source: medium.com/@
evertongomede/text-corpora-4a81548dfado (accessed 18 July 2023).

7. OpenAl, GPT-3, Source: openai.com, https://platform.openai.com/docs/models/gpt-3
(Accessed 22 November 2023).

8. Reynolds, L. and K. McDonell,"Prompt programming for large language models: Beyond the
few-shot paradigm; 2021, In Extended Abstracts of the 2021 CHI Conference on Human Factors
in Computing Systems, Source: ArXiv.org/abs/2102.07350 (accessed 24 June 2023).

9. OpenAl, GPT-4 and GPT-4Turbo, Available from openai.com, https://platform.openai.com/
docs/models/gpt-4-and-gpt-4-turbo (accessed 22 November 2023).
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Strategic Horizons -
Advancements in Air and Space
for Deterrence and Defence

A Review of the JAPCC Conference 2023

By Colonel Markus Miiller, GE Air Force, JAPCC

By Lieutenant Colonel Florin Sandu, RO Air Force, JAPCC

Introduction

Between 10 and 12 October 2023, the Joint Air Power
Competence Centre (JAPCC) conducted its most
prestigious annual event, the Air and Space Power
Conference, to enhance deterrence and defence as
one of NATO's core tasks. Experts from science,

politics, industry, and the military discussed avenues
for further developing Air and Space Power and bet-
ter aligning it with current and future scenarios.
Tremendously supported by 11 industry sponsors
and more than 300 attendees with various back-
grounds, benefitted from distinguished keynote
speakers such as Admiral Rob Bauer, Chairman of the
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Panel 3 discussed the future of air and space capabilities during the second day of the conference.

NATO Military Committee, General Christopher G.
Cavoli Supreme Allied Commander Europe (SACEUR),
General James B. Hecker, Commander US Air Forces
in Europe and Africa, Commander Allied Air Com-
mand and General James H. Dickinson, Commander
US Space Command. The three-day event provided a
platform to discuss perspectives on enhancing,
sustaining, and using Joint Air and Space Power as
one of the most effective and efficient means to deter
the global competitors which pose direct and indi-
rect threats to the security, peace, and stability of not
only the Euro-Atlantic region but also the world at
large, as we are witnessing today.

Several themes that could have a positive impact on
the readiness, availability, and credibility of Air and
Space Power permeated through discussions and must
be considered noteworthy. This article will briefly sum-
marize these discussions without attribution under the
conference’s Chatham House rules. The ongoing war

between Russia and Ukraine underscores the need for
an immediate focus on today’s and tomorrow’s security
challenges, emphasizing the crucial requirement for a
collective effort throughout the alliance. It is imperative
that we act together now to improve both the
capability and capacity of our forces upon which our
collective defence depends!

Through a comprehensive analysis of the conflict in
Ukraine, valuable lessons have emerged that can
serve as a foundation for developing innovative
strategies in the military, societal, and economic do-
mains. One crucial insight gained from studying this
war is the significant role played by Air Power, or,
more correctly, the distinct absence of decisive air-
power by either belligerent. Despite Russia’s hap-
hazard pursuit of air superiority, they were unable to
attain it, thanks to fatal flaws in their operational ap-
proach and the relentless efforts of the Ukrainians
who displayed remarkable resilience and agility in
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their defence. This observation holds immense sig-
nificance for our community of interest.

Now, the question arises: How can NATO, its member
nations, the civilian sector, and industry collectively en-
hance the level of force readiness? This query demands
careful consideration and collaboration; During the
panel discussions, it became evident that eight specific
areas hold significant potential for strengthening NATO's
capabilities in deterrence and defence.

Strategic Vision and Planning

One critical issue that frequently arose in the debates
was the pressing need for a change in thinking at the
political level. It is crucial to fully comprehend the
geo-strategic threat to our democratic values to
allocate the necessary funds for the military for a
credible defence, even if this decision may not be
popular. Security should be carefully planned, and
changes in priorities must be made as time is of the
essence. Therefore, it is imperative to convince the
public of the fundamental need to invest in defence
by highlighting the real consequences that war can
bring to all nations. Moreover, long-term strategic
planning that aligns political objectives and military
capabilities to meet plausible future warfare
scenarios is essential.

Additionally, a profound shift in comprehending the
strategic landscape is of utmost importance within
the military sphere, asit serves as the key to achieving
effective deterrence, as the perfect balance between
capability and willingness. However, it is essential to
recognize that aforementioned concepts alone may
not always be sufficient, particularly when we closely
examine recent conflicts (in Ukraine and Israel) that
have been characterized by unexpected situations
such as strategic surprise. As a result, it becomes
imperative not only to transform the perspective of
leadership but also to empower them to embrace
uncertainty and think creatively, while making best
use of recent advancements in technology. Addi-
tionally, it is crucial to foster a sense of purpose and
understanding among fighters at all echelons of
command and employment.

Technological Superiority

Advancements in aircraft, missiles, sensors, satellites,
cybersecurity, artificial intelligence, and other innova-
tive technologies are cost intensive, but essential.
However, we live in a society with diverse needs and
limited budgets and must therefore strike the right
balance between quality and quantity in our endeav-
ours. In this regard, it is crucial for each country to con-
duct a thorough analysis to determine whether their
defence needs can be met with available funds. It is
crucial to acknowledge that deterrence is significantly
more desirable than embarking on a costly war. Hence,
it becomes imperative for nations to explore avenues
for enhancing their military capabilities, either by
procuring state-of-the-art resources or upgrading their
existing arsenal, all while prioritizing interoperability.

Ukraine is a prime example of the clash between
quality and quantity. On one side, we witness modern
Western equipment and technology, representing
the epitome of quality, though often in insufficient
quantity. Conversely, we see low morale and ill-
equipped units attempting to overwhelm the battle-
field through sheer numbers. The perpetual battle
between quality and quantity imparts a significant
lesson: there will never be an abundance of either.
Hence, it becomes imperative to invest in innovative
and efficient technologies while also attracting new
personnel. However, it is important to note that solely
focusing on quality or quantity without the other
would render it inconsequential in the long run.

Therefore, NATO must speed up the processes associ-
ated with research, development, and procurement
of new state-of-the-art technologies, concomitantly
using its technological advancements to improve
conventional military capabilities. Here, too, there is
reasoned debate over what premium should be paid
for marginal advances in performance.

Space Domain Awareness
A thorough understanding of the space domain, includ-

ing enhanced situational awareness, surveillance, and
protection of space assets, is increasingly important.
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AIR DEFENDER 23 exercise significantly promoted interoperability, cohesion, and solidarity.

Addressing the multitude of air and space threats is an
integral part of the concept of collective defence, and
it is essential to have a common platform for sharing
information and knowledge; military decision-makers
increasingly rely on space-based assets to gain and
communicate critical situational awareness. Accord-
ingly, NATO is taking significant steps to establish
space as a facilitator of air power and a catalyst for
achieving strategic outcomes.

This vision entails the need for national or multina-
tional programmes to collaborate effectively, ensur-
ing resilience and redundancy in satellite constella-
tions. Additionally, the private sector must play a
crucial role in establishing robust space situational
awareness. The military should leverage and inte-
grate commercial assets, even though this associa-
tion may expose commercial partners to non-physi-
cal, electromagnetic, or cyber threats, implicating

updates in deterrence policy in space. Striking a bal-
ance between commercial and military satellites will
require a layered approach, including formulating
integration and protection policies that assure our
Allies and partners.

Improve Interoperability

Increasing capability can be a challenging process,
especially when it comes to acquiring expensive new
capabilities like 5" generation aircraft. Costs may
diminish the appetite for purchasing such assets.
Therefore, it is crucial to consider interoperability as a
potential solution for integrating old and new equip-
ment to enhance every nation’s capability pool.

Within  NATO, large-scale multinational exercises
have proven to be a unique opportunity to showcase
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the potential offered by interoperability between
different nations, services, and platforms. These ex-
ercises preserve NATO's integrity, its population,
and its territory. AIR DEFENDER 23, the largest de-
ployment exercise of air forces in NATO's history,
emerged as a significant promoter of interoperabil-
ity, cohesion, and solidarity. It has laid the founda-
tion for the future pattern of NATO exercises in the
air domain, demonstrating our ability to support
and employ the readiness of Joint Air Power in the
long term. Multinational exercises continue to be
crucial for fostering an interoperable force. Moreo-
ver, they serve as an integral component of deter-
rence, effectively sending a clear signal: we stand
united and are prepared to respond promptly
whenever necessary.

Training and Education

The operational readiness of armed forces, and thus
the ability to deter, is based on the availability of
materiel, and the necessary training and education of
personnel. Education plays a pivotal role in this devel-
opment, as tailored training scenarios enable the mili-
tary to attain a higher individual and organizational
performance necessary for integrating innovative
technologies in warfare.

Hence, investments in defence education and
training play a crucial role in enhancing the read-
iness and availability of military forces. Achieving
practical cooperation within a multinational
environment requires harmonizing educational
processes across different countries. NATO mili-
tary academies offer a wide range of courses for
international students, bringing immense bene-
fits in terms of knowledge sharing and best prac-
tices and fostering a collective understanding of
warfare strategies. One outstanding example
supporting these ideas is the Tactical Leadership
Programme (TLP), which aims to elevate the
effectiveness of Air Power by conducting exer-
cises that range from mission planning and brief-
ing to more complex tasks like flying large tacti-
cal composite air operations and developing
conceptual and doctrinal initiatives.

Robust Command and Control Structure

A sophisticated and resilient C2-Structure enables effi-
cient coordination, decision-making, and execution of
operations across all domains. The fruitful implementa-
tion of modern capabilities relies heavily on a robust and
reliable C2 system specifically tailored to enhance the
deterrent effect: There will be no successful military op-
eration without proper command and control to ensure
the unity of effort. Though NATO member countries pos-
sess different versions of C2 systems, some are consid-
ered outdated legacy systems. There must be a collective
will and commitment to update and prioritize interoper-
ability and integration between these systems. Despite
this diversity, Joint Air Power remains a credible, capable,
and readily deployable force, capable of comprehensive-
ly defending NATO from 360-degrees when required.

Logistic Support

Effective Air Power requires seamless logistical support
(ground and air) because a robust and efficient logistical
infrastructure is the prerequisite to sustain operations by
providing necessary supplies, maintenance, transporta-
tion, and support to deployed forces.

Debating the significance of logistics as a primary driver of
success and a catalyst for enhancing capabilities is unnec-
essary. Throughout history, we have witnessed the
decisive role logistics plays in determining the outcome of
wars. The current conflict in Ukraine vividly highlights the
stark contrast between the Ukrainian force that demon-
strated exceptional skill in executing swift manoeuvres,
deploying troops efficiently, integrating diverse equip-
ment seamlessly, and sustaining their operations, while
the aggressor struggles to equip, deploy, and support
their military machinery. The logistics aspect of Russia’s
operational failures was no surprise to astute thinkers, un-
derscoring the criticality of a modern, well-organized, and
optimized logistical chain. However, within the NATO
community, these observations have sparked a renewed
discussion on how to further assist Ukraine while enhanc-
ing our ability to provide effective collective defence.

At the same time, the NATO Force Model (NFM) must sig-
nificantly increase the total number of available and ready
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Air Commodore Paul Herber, Assistant Director JAPCC, provides his vision for the JAPCC and NATO air and space power.

forces for planners. This monumental change will present
challenges for nations, requiring them to invest in military
infrastructure, recruit personnel, improve military mobility,
procure new capabilities, and preposition equipment and
associated stocks. Concepts like Agile Combat Employment
and Resilient Basing are integral to the transformation
necessary to accommodate the NFM structure. In order to
progress, it is imperative to collaborate with industrial
partners who can offer essential solutions to meet our
expectations and further enhance interoperability.

Partnership and Collaboration

Strong  partnerships  between military  forces,
government agencies, industry partners, and interna-
tional allies are necessary. Collaboration promotes
trust, information sharing, and technological develop-
ment and increases production capacities. Therefore,

fostering improved communication between the mili-
tary customers and the industry providers is crucial.

Collaboration and understanding between these two en-
tities will ensure the military’s needs are effectively met. By
working together, we can navigate the challenges of the
future and stay ahead of the ever-evolving technological
landscape. To achieve this, it is imperative for the political
level to allocate the necessary resources. Given the current
geopolitical landscape and the limited time available to
enhance existing capabilities, it is of utmost importance to
shift towards collaboration and partnership.

Conclusion
In summarizing the earlier discussed topics, we

confidently assert and support fundamental truths re-
garding crucial aspects necessary for advancing Joint
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Air Power as a top-tier deterrent in our ever-changing
geopolitical landscape. These aspects include a shiftin
mindset across societal, political, and military domains,
the seamless integration of innovative technologies
into warfare, and enhanced collaboration within and
between the industrial, political, and military sectors.

Referring to the quote from Billy Mitchell at the beginning,
who emphasized the need to look into the future for
further development of Airpower, it is crucial to conclude

that this approach can only be successful today if we
work together with partners in a strong alliance like NATO.

For a comprehensive package on the Conference (Read
Ahead, Proceedings and a Journal article), please visit our
website https.//www.,japccorg. We eagerly anticipate
your presence in Essen, Germany between 8-10
October 2024 for the Joint Air & Space Power Confer-
ence, themed ‘Challenges and Opportunities for Air and
Space Power in an Evolving Security Environment’ @
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JAPCC Hosts its Annual Joint Air
and Space Power Conference 2024

Challenges and Opportunities for Air and Space Power
in an Evolving Security Environment

Distinguished delegates, stakeholders, and experts in
the field of Joint Air and Space Power have the
opportunity again to attend our annual conference,
scheduled to be held from 8 to 10 October 2024 at
the Congress Centre ‘Messe Essen’in Essen, Germany.
This event presents a unique opportunity to delve
into the theme of ‘Challenges and Opportunities for
Air and Space Power in an Evolving Security
Environment’ Attendees can anticipate a rich and
engaging two-day agenda, comprising of insightful
panels, provocative sessions,and ample opportunities
for networking and collaboration.

Beginning with Panel 1 - AWorld Reshaped: Navigat-
ing the Ripple Effects of Shifting Power Dynamics, we
will explore the complex changes in global power dy-
namics and how they impact NATO's strategic landscape.
From emerging conflicts to evolving international rela-
tions and rapid technological advancements, this panel
will set the stage for following panellists and speakers.

Panel 2 - Battlefield Evolution: The Role of Joint Air
and Space Power in Contemporary Conflict will fo-
cus on the crucial role of Joint Air and Space Power in
shaping modern conflicts. Through a detailed analysis
of adaptability and innovation, panellists will discuss
how connectivity and technological advancements
have transformed warfare. By examining examples
such as Ukraine’s innovations and the impact of
connectivity on military operations, this session aims
to shed light on the challenges and opportunities to
operations brought by changing technology.

Panel 3 - Contested Air Superiority: Adapting to
the Drone and Missile Age, will examine the impli-
cations of advanced drone and missile technologies

on current offensive and defensive operational prac-
tices. As drones, loitering munitions, and precision
missiles challenge traditional concepts of air domi-
nance, this panel will bring together a group of ex-
perts to analyse the strategic, operational, and tactical
consequences of these developments. Valuable
insights will be shared to help maintain freedom of
action in an increasingly contested airspace.

In conclusion, Panel 4 -The Role of Industry: Bolster-
ing Deterrence Through Enhanced Capabilities will
highlight the crucial partnership between defence
agencies and industry in maintaining technological
superiority. This panel will explore how industry can
support NATO's efforts to advance emerging technol-
ogies and adapt to the changing nature of warfare.
From production capacity to technological innovation,
this session will provide a thorough evaluation of
options to preserve our technological advantage.

The Joint Air and Space Power Conference 2024 aims
to facilitate active engagement and meaningful dia-
logue among participants. Attendees will have the
opportunity to interact with senior military and civil-
ian leaders from NATO and various nations. Through
lively discussions, sharing insights, and shaping the
future of international security, participants will play a
key role in advancing collective knowledge. @

Stay tuned on:
www.japcc.org/conference

Globe: © Copyrighted
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10" Annual Joint Air and Space
Power Network Meeting

Joint Efforts to Make the Euro-Atlantic Area Safer

On 14 and 15 November 23, the JAPCC hosted the 10"
annual Joint Air and Space Power Network (JASPN)
Meeting in Kalkar, Germany. The meeting, chaired by the
JAPCC Assistant Director, Air Commodore Paul Herber,
was the largest to date, with 13 stakeholder agencies in
attendance. This event has become a valuable platform
for sharing information, engaging in collaborative dis-
cussions, and fostering synergy between multinational
organizations within the Air and Space Community.

This year, we were honoured to welcome a variety of
esteemed organizations, including Allied Command
Transformation, NATO HQ International Staff, NATO
Science and Technology Organization, NATO HQ Mili-
tary International Staff, European Air Group, European
Defence Agency, European Air Transport Command,
Movement Coordination Centre Europe, Command
and Control Centre of Excellence, Integrated Air and
Missile Defence Centre of Excellence, Space Centre of
Excellence, and the Competence Centre for Surface-
Based Air and Missile Defence.

The two-day event centered on General Hecker's five
priorities: Counter-Anti-Access/Aerial Denial, Integrated
Air and Missile Defence, Intelligence and Information
Sharing, Command and Control, and Agile Combat
Employment. The meeting highlighted the importance
of these priorities in addressing threats such as conflicts
on European borders, challenges posed by China, Iran,
terrorism, and cyber and hybrid attacks. Throughout the

discussions, participants agreed Alliance capabilities
must be interoperable and integrated across all domains
to support multi-domain operations and deliver multi-
domain effects. Key areas of focus included the
importance of data storage, processing, and connectivity,
the quality and quantity of personnel, new weapons
systems and ammunition, space and ISR collection capa-
bilities,and ensuring continuity of operations by strength-
ening the resilience of critical infrastructure and the ability
to operate from dispersed locations. Undoubtedly, these
efforts will position the Alliance to be prepared for a new
era of air power and near-peer warfare.

In order to prepare for and address new challenges,
collaboration with partner organizations is necessary.
Events like the annual JASPN meeting provide impor-
tant opportunities for the Air and Space Power com-
munity to collaborate and align our work in keeping
with changing demands. A comprehensive summary
of the event has been shared with participants,
containing a collaboration matrix, contact information,
presentations, and discussion records.

Our thanks to all attendees. The event is held every
November, and interested parties from multinational
organizations similar to those above are encouraged to
reach us at contact@japcc.org if interested in attending.

We eagerly anticipate future collaborations with these
esteemed organizations. @
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Drone Drills:

Essential Emergency Strategies

The New JAPCC White Paper on
Immediate Drone Response Measures

Do you know what to do when you spot a drone
flying above or outside your office window? Are you
aware of the potential threats and hazards that drones
can pose? Do you know the appropriate actions to
take when encountering one? Moreover, do you
know how to protect yourself and take necessary
steps to ensure the safety of those around you?

The widespread availability of drones has introduced a
spectrum of security challenges. Drones can capture
high-resolution images, detect objects, and even trans-
port explosives or other hazardous materials. Privacy
concerns arise as advanced drones can record activities,
conversations, and even documents, potentially expos-
ing sensitive information. Safety risks are heightened
when explosives are involved, as small amounts can
cause significant damage and injuries due to the lack of
blast-resistant structures in most buildings and the diffi-
culties in detecting hidden charges. Additionally, even
minimal quantities of hazardous materials carried by
drones can cause severe health effects. The evolving
landscape of cyberattacks adds another layer of com-
plexity, where drones equipped with network hacking
tools can bypass physical security to compromise
networks and sensitive data.

Education and training are vital to address these
issues, enabling personnel to recognize threats,
understand drone risks, and implement appropriate
protocols. While established protocols exist for
common emergencies, organizations often lack
specific plans for drone incidents, which are becom-
ing more prevalent due to increased drone usage.
Responses to drone incidents require tailored plans
covering threat assessment, protection measures,
and implementing immediate procedures.

-
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Such measures are essential because effective
response to drone incidents might be delayed as
drone defence technology is not yet widely
available. Therefore, immediate actions upon
detection are crucial to minimizing harm, damage,
and potential casualties. As with first aid and fire
alarm procedures, regular drills are essential to
ensure readiness and proficiency.

We highly recommend reading this newly published
JAPCC document that delves into the immediate
actions individuals should take in the first few
minutes of a drone incident before the arrival of the
guard force, police, or other first responders. It's
crucial to note that this paper does not focus on
technically advanced countermeasures provided by
professional drone defence systems. Instead, its
emphasis lies in guiding individuals on how to
respond to a drone incident safely and effectively, in
the same way we are accustomed to administer first
aid before the arrival of an ambulance or evacuating
the area before the bomb squad arrives.

Please visit www.japcc.org/drone-drills to download
the paper, its customizable annexes, and additional
educational references and materials. @
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Ready to Support You...

How Nations and Organizations Can Request Support

from the JAPCC

In light of the tense security situation worldwide,
the Alliance and its member nations are facing the
need to significantly enhance their operational
readiness for effective deterrence and defence. As a
result, support requests to the JAPCC are on the
rise, necessitating prioritization due to limited
resources and manpower.

The focus of our activities is guided by the Programme
of Work (PoW), which encompasses over 130 active
items. The PoW is shaped by the Steering Committee,
which ratified JAPCC's focus areas’ to align with the
core concept of NATO accredited Centres of Excel-
lence (CokEs): to supporting the Alliance’s transforma-
tion across four functional pillars. The JAPCC leverages
its academic freedom to serve as a key catalyst for
NATO Airpower, fostering innovative thinking and
actively contributing to NATO's transformation in
collaboration with Headquarters Supreme Allied
Commander Transformation.

Managing JAPCC's PoW is a dynamic process that
adapts to formal Requests for Support (RfS) received
through two main channels: the TRANSNET RfS Tool
for NATO bodies and the RfS Form on the JAPCC
website for Sponsoring Nations and NATO partners.
To date, JAPCC has responded to approximately forty
requests annually, in addition to providing standard
support to NATO processes like NATO's Defence
Planning Process initiated by Sponsoring Nations,
with a high rate of positive responses.

The JAPCC leadership must carefully consider each
request on a case-by-case basis to determine which
ones can be processed and which ones must be
declined based on the Centre’s capacity. This high-
lights the importance of having a fully staffed Centre
of Excellence, as not only are RfSs a priority, but also
tasks such as concept and doctrine development,
lessons learned, and support to large-scale NATO
exercises depends on this capacity.

To manage the increasing number of requests, JAPCC
is currently improving the RfS management process
by streamlining it and prioritizing and categorizing
tasks. This will result in an advanced interactive form
on the JAPCC website which will benefit both the
organization and applicants.

While it is disappointing when we must decline an
RfS, we take heart knowing that our services are in
high demand, and that we are selecting the activities
that provide the greatest return to NATO and our
Sponsoring Nations.

We take this opportunity to
thank all our Sponsoring Na-
tions for making our important
work possible, and to encourage
any prospective members to

contact the JAPCC to explore
the possibilities and benefits of
membership. @
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NATO School and JAPCC Partner
with European Air Group, Signing
Memorandum of Agreement
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The Memorandum of Agreement was signed by Air Commodore Paul Herber of the NE Air Force, Assistant Director of
the Joint Air Power Competence Centre, in Kalkar, Germany (left). Subsequently, the agreement was also signed at the
NATO School Oberammergau (NSO), Germany, by General de Brigade Aérienne Xavier Foissey of the FR Air Force,
Deputy Director of the European Air Group (middle), and Colonel Jurjen Haan of the NE Army, Dean of Academics at
NSO (right), on behalf of Colonel Jay Smith of the US Army, Commandant of NSO.

In January 2024, the NATO School Oberammergau
(NSO), European Air Group (EAG), and Joint Air Power
Competence Centre (JAPCC) signed a Memorandum
of Agreement focusing on Education and Individual
Training (E&IT) to strengthen their collaboration in the
area of Force Protection (FP). The agreement specifically
targets NATO-approved FP Courses offered by NSO.

NSO is a prestigious NATO education and training facil-
ity that provides over 110 courses annually on a wide
range of topics. Each year, NSO educates more than
10,000 students from the NATO Command Structure,
NATO Force Structure, NATO member countries, and
NATO partners. The NATO FP courses offered at NSO,
such as the P5-40 NATO Force Protection Course and
the N3-155 NATO Advanced Force Protection Course
(currently on pause), aim to promote a common

understanding of NATO FP principles to enhance inter-
operability in a Joint & Combined environment.

The EAG FP Team will enhance NSO'’s FP courses by
leveraging their expertise and network, actively
engaging in course instruction, collaborating on
syndicate work, and contributing to the ongoing
enhancement of the courses.

The JAPCC plays a vital role as the Office of Primary
Responsibility (OPR) for the FP courses. They appoint
an Action Officer (AQ) to supervise the course control
documents, ensuring the integrity of the teaching
programmes. Furthermore, JAPCC supports NSO by
identifying NATO subject-matter experts who are
proficient in effectively teaching the required topics
outlined in these documents. @

JAPCC | Journal Edition 37 | 2024 | Inside the JAPCC

89



90

DEEP
SPACE
WARFARE

Deep Space Warfare - Military
Strategy Beyond Orbit

A 1960s Stanford University computer scientist once said,
‘we overestimate the impact of technology in the short-
term and underestimate the effect in the long run’. Deep
Space Warfare, by John C. Wright, runs with this idea and
proposes that eventually conflict may expand deep into
the cosmos with technology hardly imaginable today.
Before such a scenario becomes reality, military, policy,

and academic experts should carefully consider the po-
tential consequences. Deep Space Warfare is an engag-
ing examination of these potential battlefields in space,
focusing far beyond today’s Earth-centric orbital regimes.
Wright achieves this by leveraging his US Air Force back-
ground and inspiration from military education institu-
tions to inform how interplanetary warfare could look.

While this may seem like science fiction at first, his opera-
tional foresight is grounded with a realistic foundation of
past and modern warfare doctrine and principles that
already exist within air, land, and sea combat. Ultimately,
Wright does a wonderful job in academically applying
military and political concepts that span across multiple
governmental realms today, such as logistics, political will,
targeting, blockades, economics, diplomacy, and more to
this interstellar landscape. This book is for all audiences
who have curiosity about military applications to the vast-
ness of space and/or who desire to learn about a futuristic
and novel topic while staying based on practicality.

By John C. Wright; McFarland and Company, Inc; 2019
Reviewed by: Captain Lucas Stensberg, US SF, JAPCC

Modern Russian Air Power, Vol 1 -
The Russian Air Arms Today

Pre-release Review-E-Version
Launch Summer 2024

Butowski's extensive knowledge and expertise in
the field of aviation journalism make him the perfect
author to tackle such a comprehensive and detailed
project. His thorough research and firsthand experi-
ence provide readers with a unique insight into the

capabilities and advancements of Russian air power.
The first two volumes will serve as essential refer-
ence guides for military enthusiasts, historians, and
anyone interested in the complex world of Russian
military aviation. From fighter jets to transport
planes, each aircraft will be meticulously examined,
offering readers a comprehensive understanding of
their role within Russia's air force.

The third volume promises to be a captivating explo-
ration of Russia's air forces throughout history, shed-
ding light on their strategic decisions, technological
advancements, and contributions to various con-
flicts around the world. The first volume of the book
will focus on various aircraft and weapons used by
the Russian military, such as the Su-57, Su-30, and
Su-25 attack aircraft. It also covers the conversion of
the MiG-31 into a strike aircraft and ongoing projects
in the Russian military, making it a must-read!

By Piotr Butowski; Harpia Publishing Verlags GmbH; 2024
Pre-release review by: Major Tamas Oszlar, HU AF, JAPCC
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WITH UNMATCHED CAPABILITIES THAT STRENGTHEN
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