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The Advent of Small Satellites

In recent years, both public and private actors have 
 embraced innovations in the space industry that have 
allowed for a democratization of space, known collo-
quially as new space. New space consists of various 
advancements that improve cost efficiency and accel-
erate development cycles, opening the door for new 
actors to access space. One prominent new space 
trend is small satellites, characterized by many, indi-
vidually lesser-valued satellites that comprise a scal-
able and meshed constellation, typically in Low-Earth 
Orbit (LEO). Together they reduce latency due to their 
proximity to Earth and can offer robust coverage 
when adequately scaled. 

The emergence of small satellites represents a signifi-
cant departure from the traditional space operations 
conducted by large governmental organizations. His-
torically, these organizations would deploy exquisite 
capabilities in Geostationary Orbit (GEO), which was 
financially and technologically inaccessible to smaller 
players. Nowadays, new actors are emerging who can 
quickly and affordably procure or develop small satel-
lites that leverage standardized and miniaturized 
Commercial Off the Shelf (COTS) components, piggy-
back on other launches, and even Command and 
Control (C2) missions with web-accessible ground 
 infrastructure.1 These advancements lower the need 
for full vertical integration, significantly cutting devel-
opment barriers and overhead.

Besides development speed and cost savings, small 
 satellite LEO architectures inherently offer operational 
resilience through their proliferation. For example, an 
adversary cannot easily deny space capabilities kineti-
cally when many more satellites share the load in de-
livering the mission’s Data, Products, and Services 
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(DPS).  Destroying one or even several small satellites 
would, at most, degrade said DPS. Beyond this, scaling up 
kinetic strikes to destroy the preponderance of these 
small satellites – enough to significantly degrade or fully 
deny the capability – is not as practical and could risk an 
ever-escalating positive feedback loop of debris yielding 
indiscriminate collateral damage. This could potentially 
reach the point of the Kessler Effect, in which LEO be-
comes hazardous for all space actors, friend and foe alike.2 
Surely, proliferated constellations tilt the cost-benefit 
analysis of kinetic-minded aggressors enough to think 
twice about taking on proliferated small satellite constel-
lations in this manner. Consequently, a top US space offi-
cial recently claimed that satellites are more likely to be 
targeted through non-kinetic means, specifically through 
the cyber domain.3 

The Risk of Small Satellites  
in Cyberspace

Small satellite designs focus on affordability, simplicity, 
and standardization to promote scalability. This trend 
has even paved the way for the CubeSat concept. Cube-
Sats are a subset of nanosatellites based on one or more 
10 x10 x10 cm units (1U) that often utilize widely avail-
able and standardized components. These can be stand-
alone or modular since multiple units, for example, 
three 1Us, may form a larger 3U CubeSat. Despite re-
lative simplicity in design, small satellites can scale in 
numbers to produce constellations that can provide 
key DPS to NATO warfighters such as C2, ISR, and more. 
However, cybersecurity experts are warning that this 
ease of development, scalability, and operations may 
encourage potential design shortcuts that bring cyber-
security trade-offs.4 Interconnectivity and standardiza-
tion can diminish the obscurity of space systems, which 
once deterred malicious cyber actors from targeting 
such historically foreign systems. 

[…] ‘As the space domain becomes more intertwined 
with the cyber domain to lower costs and increase con-
venience, the benefits may come with the additional risks 
inherent to cyberspace.’
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These shifts in design are analogous to when industry 
began enabling remote access for Industrial Control 
Systems (ICS) to control water, energy, manufacturing, 
and logistical processes. While remote management 
improved ICSs’ operational efficiency, it is evident many 
ICS systems were hastily networked, often neglecting 
cybersecurity. Recently, a cybersecurity firm reported 
that their ICS honeypots – decoy networks designed 
to mimic real networks to lure attackers – detected an 
average of 813 unique attacks daily. This is an alarming 
indicator because there is no current patch or reme-
diation for 34 % of ICS cybersecurity vulnerabilities in 
2023, up from 13 % in 2022.5 At the strategic level, vul-
nerabilities in critical national infrastructure now pose 
geopolitical risk, as evidenced by the Five Eyes nations 
recently condemning China for targeting US infra-
structure with malicious cyber activity.6

Therefore, the broader space community, both public 
and private, must balance their pace of innovation with 

cybersecurity to avoid ending up as vulnerable in cy-
berspace as terrestrial ICSs are. Implementing cyber-
security as an afterthought is less effective and more 
expensive reactively than if done proactively. Mean-
while, as the space industry is rapidly growing at 9 % 
per annum with projections to reach $1.8 trillion by 
2035, this target-rich environment will surely attract 
malicious cyber actors.7 If NATO nations decide to in-
crease their reliance on small satellites, they need to 
understand how one cyber-attack could massively im-
pact operations across multiple domains. 

Security (Challenges)  
From the Ground Up

NATO defines space as possessing four segments: 
ground, user, link, and space.8 All segments are cru-
cial, so if a cyber actor can deny, degrade, disrupt, or 
destroy any of them, the entire delivery of space DPS 

A one unit (1U) CubeSat typically weighs less than 2 kg and is relatively cheap, thanks to its reliance on COTS components.
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is impacted. This expands the attack surfaces com-
pared to the mission-relevant terrain of typical terres-
trial networks. The following sections examine some 
new space concepts as they relate to each space seg-
ment, along with potential vulnerabilities if left un-
checked. This article will only sparingly address the 
user segment since it is more agnostic to the type of 
space architecture utilized within this cybersecurity 
context, be it old or ‘new’. For example, Russia’s 2022 
AcidRain cyber-attack on over 10,000 European Via-
Sat modems was user segment-focused, making the 
types of ViaSat ground stations and satellites irrelevant 
to the attack.9

The Ground and User Segments

Ground stations are required for tracking, C2, and 
data transmission to and from satellites, so naturally 
they pose as ripe targets to impact space operations. 
Any uplinked commands or downlinked tracking and 
telemetry data will flow with implicit trust between 
the ground station and satellite due to the (hope-
fully) encrypted link segment. Therefore, to impact 

the spacecraft, malicious cyber actors may look to 
leverage the ground station as a pathway.

Designing and building a network of ground stations 
for LEO spacecraft is very expensive. Unlike GEO satel-
lites, which remain relatively stationary from the per-
spective of a ground station, LEO satellites may move 
in and out of view in less than 15 minutes due to their 
high velocity and lower altitudes. Therefore, a LEO 
constellation may require numerous ground stations 
scattered globally.10 This has historically meant unsur-
mountable up-front infrastructure costs for smaller 
actors. To respond, large cloud service providers like 
Amazon Web Services and Microsoft Azure now offer 
leased access to their own worldwide network of 
ground station antennae along with cloud computing 
and web-accessible storage services. 

This business model is called Ground Station as a Ser-
vice (GSaaS), and it allows smaller actors to circum-
vent substantial initial investments required to build a 
network of ground stations. Satellite operators pay 
small usage fees to access a cloud environment that 
can relay space commands and data via the various 

Technology has advanced to allow for efficient remote access to operational control systems, now including satellites.
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GSaaS antennae to communicate with the satellites. 
Besides C2, these cloud services can also push the 
user segments to the cloud by, for example, allowing 
customers direct access to the satellite imagery. 

GSaaS migrates access to satellites from air-gapped, 
in-house networks to the cloud, expanding the attack 
surface due to the inability to completely isolate vul-
nerable assets. While the cloud environment can be 
very secure, some cloud customers falsely assume 
that they can outsource all their cybersecurity respon-
sibilities to the cloud providers. In fact, experts esti-
mate that 99% of cloud security failures will be the 
customer’s fault by 2025.11 Therefore cloud exploi-
tations have already begun as a leading cybersecu-
rity firm published in its 2023 annual report stating 
that cloud environment intrusions increased 75 % 
over 2022.12 The most dedicated malicious cyber 
 actors could even theoretically pay to legitimately 
gain access to GSaaS services, only to conduct their 
own reconnaissance by probing for vulnerabilities. 
As the space domain becomes more intertwined with 
the cyber domain to lower costs and increase con-
venience, the benefits may come with the additional 
risks inherent to cyberspace. 

The Link Segment

The link segment is the electromagnetic connection 
between the ground and user segments to the 
satellite(s), and satellites to one another. A key devel-
opment in small satellite communications is the 
shift from analogue transceivers to digital Software-
Defined Radios (SDRs). SDRs are radios in which phys-
ical functions normally conducted by hardware are 
instead executed by software. While affordable and 
convenient, some commercially available SDRs used 
by small satellites may have configurable code that 
has been exploited in realistic lab settings. 

In one study, a team of Air Force Institute of Technol-
ogy researchers simulated a ground station linked 
to a small satellite with commonly used hardware, 
open-source software, and an SDR. They were able to 
glean valid commands from the lab’s ground station 
to prepare their own identically formatted com-
mands. However, they transmitted commands with 
malevolent adjustments to spoof the satellite’s posi-
tioning data used to orient itself relative to the sun.13 
Despite the commands originating from an unknown 
source, the SDR still accepted the attacker’s commands 

Data Centres host Ground Station as a Service (GSaaS) command and control services.
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to adjust the  satellite attitude improperly. Hypotheti-
cally, the malicious commands would have conducted 
a manoeuvre that could risk damaging solar cells and 
optical sensors, and would deplete limited propel-
lant. Additionally, other researchers have also high-
lighted that certain SDR configurations are suscep-
tible to buffer overflow cyber-attacks.14 This type of 
attack has disruptive effects analogous to electro-
magnetic jamming, although with far more subtlety 
because it does not generate high levels of power 
that could be geolocated. 

Encryption is a computationally intensive process 
that offers security and is commonplace in terres-
trial networks. However, encryption becomes more 
challenging as satellites get smaller. A recent pre-
sentation showcased risks due to weak encryption 
in the CubeSat Space Protocol, affecting command 
validation and acceptance.15 For resource-limited 
small satellites, lightweight encryption and hashing 
algorithms like ASCON may be more suitable. Es-
tablished in 2023 as the National Institute of Stand-
ards and Technology’s standard for lightweight 
crypto graphy, ASCON is likely a more secure family 
of algorithms.16

There are difficult dilemmas for small satellite design-
ers when prioritizing resources onboard a confined 
small satellite bus with competing demands. Still, 
 engineers should not overlook the potential total loss 
of mission due to a cyber-attack. As small satellites 
in  LEO begin to leverage automation to relay com-
mands to one another, any chink in the link segment’s 
armour can lead to spiralling effects. These vulner-
abilities underscore the risk of bolting COTS products 
together without cybersecurity as a central design 
requirement.

The Space Segment

Lastly, the space segment is the orbital component of 
the space architecture. As satellite development be-
comes cheaper and faster, small satellites’ use of COTS 
products and open-source software has effectively 
made them IoT devices in orbit. Because smaller space 
operators do not have the resources to institute their 
own proprietary methods for C2 and data handling, 
some are leveraging common operating systems and 
programming languages onboard their satellites (e.g. 
Linux, Java, and C /C++). This convenience comes with 
risk because malicious cyber actors are also very famil-
iar with these languages. 

If a compromised ground segment sends malicious 
commands, the satellite may rely on its inherent trust 
relationship and execute the commands, assuming 
they are authenticated if properly formatted. There-
fore, some experts have called for spacecraft designers 
to follow suit with terrestrial networks and institute 
zero trust bases within and between the four seg-
ments of space, even onboard the spacecraft them-
selves. One way to do this is by having intrusion detec-
tion software to detect and flag anomalous commands 
or malicious behaviours.17 To glean which malicious 
behaviours may threaten one’s space networks, the 
Space Information and Sharing Analysis Center is an 
organization that collaborates on space network vul-
nerabilities and associated adversarial TTPs. Similarly, 
the United States Cyber Command’s ‘Under Advise-
ment’ program has shown precedents for how govern-
ment agencies can share cyber threat reporting at ad-
equate classification levels with industry.

Additionally, if these small satellites continue to use 
COTS components and open-source software from 
communal repositories, cybersecurity professionals 
should be aware of their origins. Supply chain inter-
diction remains a robust avenue for malicious cyber 
actors to gain unauthorized access. The US Defense 
Intelligence Agency has reported that one unit in the 
Chinese People’s Liberation Army has even carried 
out cyber espionage specifically against European 
and American space supply chains since at least 2007 
in an effort to jump ahead of competition.18 Further-
more, penetration testers recently demonstrated the 

[…] ‘There are difficult dilemmas for small satellite 
designers when prioritizing resources onboard a con-
fined small satellite bus with competing demands. 
Still, engineers should not overlook the potential total 
loss of mission due to a cyber-attack.’
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impacts of supply chain injection when they installed 
malware to carry out a cyber-attack on a live, Euro-
pean Space Agency OPTSAT in orbit. The testers 
showcased several critical stages of an attack, includ-
ing privilege escalation, persistent access, and lateral 
movement from the satellite’s bus to the remote 
sensing payload. They manipulated the images taken 
by the nanosatellite’s camera before being down-
linked back to Earth. Although not demonstrated, 
they claim to have also been able to drain the satel-
lite’s batteries, tamper with its GPS coordinates, and 
shut down services.19 In an operational environment, 
what would happen if an adversary replayed out-
dated imagery to mask ground activity? 

Finally, even if cybersecurity is designed into systems 
before launch, the job is not over. Starlink has ‘resisted 
all hacking and jamming attempts’ partly because of 
its bounty program, which pays anybody who can 
find and report vulnerabilities, enabling swift patch-
ing.20 This proactive mentality is similarly seen at the 
US Space Force’s annual Hack-a-Sat, and a recent effort 

to create a virtualized test range to assess an Estonian 
CubeSat’s cybersecurity posture.21 

Conclusion

Although it may appear daunting, it is important to 
note that all these new space capabilities can be se-
cure if the space community does not procrastinate 
or neglect the proper cybersecurity steps. Securing 
the four segments does not necessarily require novel 
cybersecurity techniques, but rather by enforcing 
high standards already in place for our most sensitive 
military networks. Pending established cybersecurity 
standards for space, mission owners can apply exist-
ing standards used by lightweight cryptography, IoT, 
and national security networks. As new space rapidly 
employs shared software, COTS products, small satel-
lites, GSaaS, and other future developments, space 
mission owners need to prioritize cybersecurity with 
greater urgency throughout all the space segments. 
Failure to do so could compromise NATO operations. 

Many terrestrial networks rely on interconnected system of satellites with automated connections to efficiently transmit 
data, products, and services.
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